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CVE CVE-2005-3893
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback
Published 2005-11-29 21:03:00 UTC
Updated 2025-04-03 01:03:51 UTC

Description Multiple SQL injection vulnerabilities in index.pl in Open Ticket Request System (OTRS) 1.0.0 through 1.3.2 and 2.0.0 throt

/ |

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Oftrs Otrs 1.0.0 All All All


https://cve.report/
https://cve.report/CVE-2005-3893/mitre
https://cve.report/CVE-2005-3893/nist
https://cve.report/CVE-2005-3893/cve_org
https://cve.report/api/cve/CVE-2005-3893.json
https://cve.report/CVE-2005-3893.pdf
http://cve.report/vendor/otrs
http://cve.report/software/otrs/otrs

Application Otrs Otrs 1.3.2 All All All
Application Oftrs Otrs 2.0.0 All All All
Application Otrs Otrs 2.0.1 All All All
Application Oftrs Otrs 2.0.2 All All All
Application Otrs Otrs 2.0.3 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference Source

'OTRS 1.x/2.x Multiple Security Issues' - MARC

OTRS::Email Management::Trouble Ticket System::OTRS Security Advisory 2005-01
Error 403 - Forbidden

Security Announcement

[Full-disclosure] OTRS 1.x/2.x Multiple Security Issues

Secunia - Advisories - Debian update for otrs

Security Tracker.com Archives - OTRS Input Validation Bugs Permit SQL Injection and Cross-Site Scripting Attacks

www.osvdb.org/21064

Debian -- Security Information -- DSA-973-1 otrs
www.securityfocus.com/bid/15537

www.osvdb.org/21065

IBM X-Force Exchange

IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Secunia - Advisories - OTRS SQL Injection and Cross-Site Scripting Vulnerabilities

Secunia - Advisories - SUSE Updates for Multiple Packages

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

af854a3a-2127-422b-91

OTRS Multiple Input Validation Vulnerabilities MITRE
CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://marc.info/?l=bugtraq&m=113272360804853&w=2
http://otrs.org/advisory/OSA-2005-01-en/
http://moritz-naumann.com/adv/0007/otrsmulti/0007.txt
http://www.novell.com/linux/security/advisories/2005_30_sr.html
http://lists.grok.org.uk/pipermail/full-disclosure/2005-November/039001.html
http://secunia.com/advisories/18887
http://securitytracker.com/id?1015262
http://www.osvdb.org/21064
http://www.debian.org/security/2006/dsa-973
http://www.securityfocus.com/bid/15537/
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