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CVE-2005-3921

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACHAUNCAIPAN Certain versions of los from Cisco contain the following vulnerability:

Cross-site scripting (XSS) vulnerability in Cisco I0S Web Server for
IOS 12.0(2a) allows remote attackers to inject arbitrary web script or
HTML by (1) packets containing HTML that an administrator views via
an HTTP interface to the contents of memory buffers, as demonstrated
by the URI /level/15/exec/-/buffers/assigned/dump; or (2) sending the
router Cisco Discovery Protocol (CDP) packets with HTML payload that
an administrator views via the CDP status pages. NOTE: these vectors were originally
reported as being associated with the dump and packet options in /level/15/exec/-
/show/buffers.

CVE-2005-3921 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 26-LOW

Access Access Authentication
Vector Complexity

[HiGH [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link
SecurityReason - 10S SREASON 227

HTTP Server Command
Injection Vulnerability

Cisco I0OS HTTP Server (%) SECTRACK 1015275
Input Validation Hole in

Buffers Command Permits

Cross-Site Scripting Attacks

- SecurityTracker

CAaniinina AAiiAaAviaa ¢ CCNLINIIA 47770N


https://cve.report/
https://cve.report/CVE-2005-3921/mitre
https://cve.report/CVE-2005-3921/nist
https://cve.report/CVE-2005-3921/cve_org
https://cve.report/CVE-2005-3921.pdf
http://cve.report/software/cisco/ios
http://cve.report/vendor/cisco
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://securityreason.com/securityalert/227
http://securitytracker.com/id?1015275

Qclullid - AUVIDUIIED -
Cisco IOS HTTP Server
Script Insertion
Vulnerability

Current Intelligence //
Advisory: 01.17.06 //
iDefense, A VeriSign
Company

Repository / Oval
Repository

Webmail : Solution de
messagerie professionnelle
- OVHcloud- OVH

Secunia - Advisories -
Cisco I0S CDP Status
Page Script Insertion
Vulnerability

InfoHacking

Cisco - Networking, Cloud,
and Cybersecurity Solutions

SecurityFocus

Cisco IOS HTTP Service
HTML Injection
Vulnerability

Cisco |IOS HTTP Service
CDP Status Page HTML
Injection Vulnerability

text/html

www.idefense.com
text/html

oval.cisecurity.org
text/html

text/html

web.archive.org
text/html

Vendor Advisory
www.infohacking.com
text/html

text/html

www.securityfocus.com
text/html

cve.report (archive)
text/html

cve.report (archive)
text/html

,\ OCUUNIA 1/ 710V

> IDEFENSE 20060117 Cisco Systems I0S 11 Web Service CDP Status Page
Code Injection Vulnerability

) OVAL oval:org.mitre.oval:def:5867

(%) VUPEN ADV-2005-2657

){ SECUNIA 18528

@ MISC
www.infohacking.com/INFOHACKING_RESEARCH/Our_Advisories/cisco/index.html

s CISCO 20051201 IOS HTTP Server Command Injection Vulnerability
() BUGTRAQ 20051128 - Cisco I0S HTTP Server code injection/execution
vulnerability-

@ BID 15602

() BID 16291

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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12.3\(7\)xr3
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12.3\(7\)xr6
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12.3\(8\)t4

12.3\(8\)t7
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Ak kK kKKK,

cpe:2.3:0:Cisco:i0s:12.3(11)xl: ™™

Tak kKoK kKK,

cpe:2.3:0:cisco:i0s:12.3(11)yj: ™

Kk kKK kK,

cpe:2.3:0:cisco:i0s:12.3(11)yk: ™

kKKK oKk,

cpe:2.3:0:cisco:ios:12.3(11)yl: " " ™

Kk koK ok kK,

cpe:2.3:0:cisco:ios:12.3(11)yn: " "



Sk Kk kR akak.

cpe:2.3:0:Cisc0:i0s:12.3(14)yq3: *****:*:

Sk Rk kR akak.

cpe:2.3:0:cisco:i0s:12.3(14)yqd: "

Kk kKR kK,

cpe:2.3:0:Cisco:i0s:12.3(14)yu: "

Lk Lk ak kR akak.

cpe:2.3:0:cisco:i0s:12.3(14)yut ™



cpe:2.3:0:cisco:i0s:12.3(4)e0 " "

cpe:2.3:0:cisco:ios:12.3(4)ja: " "

cpe:2.3:0:CisCo:i0s:12.3(4)t:

cpe:2.3:0:CisC0o:i0s:12.3(4)t1 ™

cpe:2.3:0:CisC0:i0s:12.3(4)t3: 1™

cpe:2.3:0:Cisco:i0s:12.3(4)td: i



cpe:2.3:0:cisco:ios:12.3(5a)b:

cpe:2.3:0:cisco:ios:12.3(5a)b2: " " * ™



cpe:2.3:0:Cisc0:i0s:12.3(8)t7: ™

cpe:2.3:0:Cisc0:i0s:12.3(8)t8: ™

cpe:2.3:0:Cisc0:i0s:12.3(8)t9: ™

cpe:2.3:0:Cisc0:i0s:12.3(8)xu2:* *****::

cpe:2.3:0:Cisc0:i0s:12.3(8)xyd: ™ "

cpe:2.3:0:Cisco:i0s:12.3(8)xy5: ™ i

cpe:2.3:0:Cisco:i0s:12.3(8)xy6: ™ ™"

cpe:2.3:0:cisco:ios:12.3b:**



ARk kKR kK,

cpe:2.3:0:cisco:ios:12.3bc:**

dkuk kR Lk akuk.

cpe:2.3:0:cisco:ios:12.3bw:**** %

Kk kKK kLK,

cpe:2.3:0:Cisco:ios:12.3jk: i

Kk kKK kK,

cpe:2.3:0:Cisco:ios:12.3jx: ™ i

LRk kR Rk k.

cpe:2.3:0:Cisco:ios:12.3t: i

Ak kR kR Rk,

cpe:2.3:0:cisco:ios:12.3xa:

akak Kok kR k.

cpe:2.3:0:Cisco:i0s:12.3xb:* * ¥

dkak kR kR k.

cpe:2.3:0:Cisco:i0s:12.3xd:** 1 1%

dkak kR kR k.

cpe:2.3:0:cisco:ios:12.3xe: ™"

akLkak ok kak k.

cpe:2.3:0:Cisco:ios:12.3xq: "

akLk kKK kK,

cpe:2.3:0:Cisco:ios:12.3xr: ™"

ARk kLK Lk LKLk,

cpe:2.3:0:Cisco:ios:12.3xt:

akLkLk kR Kk k,

cpe:2.3:0:Cisco:ios:12.3xu: "

dkkakak ok akuk.

cpe:2.3:0:Cisco:ios:12.3xw:* "

ARk kR kLR k.

cpne:2.3:0:cisco:i0s:12.3xx**** * **:



akakak kR Rk,

cpe:2.3:0:Cisco:ios:12.3xz: ™

ARk kKRR k.

cpe:2.3:0:cisco:ios:12.3ya:

ARk Kok kR k.

cpe:2.3:0:cisco:ios:12.3yb:

ARk koK kR k.

cpe:2.3:0:cisco:ios:12.3yc:

dk kR ok kR k.

cpe:2.3:0:Cisco:ios:12.3ye: " *

Kk koK kKK,

cpe:2.3:0:Cisco:i0s:12.3yf e

dkak koK kR k.

cpe:2.3:0:Cisco:i0s:12.3yg " 1 "

dkak koK ok Rk,

cpe:2.3:0:Cisco:ios:12.3yh ™ "



kKoK kKKK,

cpe:2.3:0:cisco:ios:12.3\(1 1\t



cpe:2.3:0:Cisco:i0s:12.3\(14\)ym4 . "

cpe:2.3:0:Cisco:i0s:12.3\(14\)yq:* """

cpe:2.3:0:cisco:i0s:12.3\(14\)yq 1

cpe:2.3:0:cisco:ios:12.3\(2\)xad * "

cpe:2.3:0:cisco:ios:12.3\(2\)xab:*: "

cpe:2.3:0:Cisco:i0s:12.3\(2\)xc2:* ™






Kk kKR kK,

cpe:2.3:0:cisco:ios:12.3\(5a\)b:

Sk Lk ak kR akak.

cpe:2.3:0:cisco:ios:12.3\(5a\)b2:**:**

B R

cpe:2.3:0:cisco:ios:12.3\(7\)jx:* "

ARk Lk ok Lk ak k.

cpe:2.3:0:cisco:ios:12.3\(7\)t: "



cpe:2.3:0:cisco:ios:12.3\(8\)yi3: "

cpe:2.3:0:cisco:ios:12.3\(9a\)bc:*:*:



akakkakakuk ok,

cpe:2.3:0:cisco:ios:12.3\(9a\)bce:*: "

sk ok ak kR akak.

cpe:2.3:0:Cisco:i0s:12.4(2)mr: " s

kKK oKk Rk,

cpe:2.3:0:Cisco:ios:12.4(2)mr1

AkLkLk kLR LRk,

cpe:2.3:0:cisco:ios:12.4\(2\)mr:*****

Skuk ok ak ok akak.

cpe:2.3:0:cisco:ios:12.4\(2\)mr1 > 7 7



dkak ok ak ok akak.

cpe:2.3:0:cisco:ios:12.3b: i *:

dkak Kok kR k.

cpe:2.3:0:cisco:ios:12.3bc: ™ "

dkakakakakak k.

cpe:2.3:0:cisco:ios:12.3bw:™ " %

ARk kKK akk.

cpe:2.3:0:Cisco:ins:12.3xg: "

dkLkLk ok k Lk k.

cpe:2.3:0:cisco:ios:12.3xh: "

aKLk kKK LKLk,

cpe:2.3:0:Cisco:ios:12.3xi: "

akLk kKKK Lk,

cpe:2.3:0:Cisco:ios:12.3xj: "



dkk Lk k Lk akuk.

cpe:2.3:0:Cisco:ins:12.3xm:**** **

ARk Lk kR Rk,

cpe:2.3:0:Cisco:i0s:12.3xn:

KLk ak kKKK,

cpe:2.3:0:CisCo:i0s:12.3xr*

ARk kKK LRk,

cpe:2.3:0:CisC0:i0s:12.3xs: ™

Kk kKK kK,

cpe:2.3:0:CisCo:i0s:12.3xt " ™

ak kK oKk Rk,

cpe:2.3:0:CisC0:i0s:12.3xv " * s

sk Rk kR akak,

cpe:2.3:0:CisC0:i0s:12.3xw 1 *

aKLk kLK LK LKLk,

cpe:2.3:0:Cisco:ios:12.3yj: "

akLkak ok kak k.

cpe:2.3:0:Cisco:ios:12.3yk: "

dkukakukakakak.

cpe:2.3:0:Cisco:ios:12.3ym:

ARk kKR LRk,

cpe:2.3:0:cisco:ios:12.3yn: "

ARk Lk ok kR k.

cpe:2.3:0:cisco:ios:12.3yq: "

ARAD Dintaianntine D Ak ok okok ko,



UMG.L.0.V.UIDUULIUD. T4 VYl v v v v e s

ARk kR kR k.

cpe:2.3:0:Cisco:ins:12.3ys: ™ "

ARk kKRR k.

cpe:2.3:0:Cisco:ios:12.3yu:

dk kR kR ukak.

cpe:2.3:0:Cisco:ins:12.3yw:

ARk kR Rk k.

cpe:2.3:0:Cisco:i0s:12.3yx:

akLk kLK LK LKLk,

cpe:2.3:0:cisco:ios:12.3\(11\)yf4 ="

Takakukakakakok.

cpe:2.3:0:cisco:ios:12.3\(11\)yj: "

dkLk Lk ok Lk ak k.

cpe:2.3:0:cisco:ios:12.3\(11\)yl: "

dkukakkkakak.

cpe:2.3:0:cisco:ios:12.3\(11\)yn:*



dkak kR Lk akuk.

cpe:2.3:0:cisco:ios:12.3\(11\)yr: ™

Lk Rk Lk kakak.

cpe:2.3:0:cisco:i0s:12.3\(11\)ys:

dkkakakakakak.

cpe:2.3:0:cisco:ios:12.3\(14\)yu:* "

ARk kKKK k.

cpe:2.3:0:cisco:ios:12.3\(14\)yul ="



cpe:2.3:0:cisco:ios:12.3\(2\)ja: ™

cpe:2.3:0:cisco:ios:12.3\(2\)jas:

cpe:2.3:0:Cisco:i0s:12.3\(2\)xc3: "

cpe:2.3:0:cisco:ios:12.3\(2\)xc4 ™






Kk kKoK kLK,

cpe:2.3:0:cisco:i0s:12.3\(7\)ja:* " ™

ak Rk kR ak k.

cpe:2.3:0:cisco:ios:12.3\(7\)jal

kKKK kKK,

cpe:2.3:0:Cisc0o:i0s:12.3\(7\)jx:

ARk kKK LRk,

cpe:2.3:0:Cisco:i0s:12.3\(7\)tr

dkakakakakakak.

cpe:2.3:0:Cisco:ios:12.3\(8\)xu2:*: "

dkukakakakakak.

cpe:2.3:0:Cisco:ios:12.3\(8\)xy4: ™" ™

akLk kKKK Lk,

cpe:2.3:0:cisco:ios:12.3\(8\)yd:*:****:*:*:

akk kKK LKLk,

cpe:2.3:0:cisco:i0s:12.3\(8\)yf ™ "™



KLk kKK kK,

cpe:2.3:0:cisco:i0s:12.3\(8\)yg: " "



cpe:2.3:0:cisco:ios:12.4\(2\)xa: "

cpe:2.3:0:Ciscoios:

No vendor comments have been submitted for this CVE
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