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Summary

CVE CVE-2005-3982

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-12-04 11:03:00 UTC

Updated 2018-10-19 15:39:00 UTC

Description CRLF injection vulnerability in layers_toggle.php in WebCalendar 1.0.1 might allow remote attackers to modify HTTP headers and conduct HTTP response splitting attacks via the ret parameter, which is used to redirect URL requests.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Webcalendar Webcalendar 1.0.1 All All All

Application Webcalendar Webcalendar 1.0.1 All All All

References

Reference Source Link Tags

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

Secunia - Advisories - Debian update for webcalendar SECUNIA secunia.com Patch, Vendor Advisory

Secunia - Advisories - WebCalendar HTTP Response Splitting and SQL Injection Vulnerabilities SECUNIA secunia.com Patch, Vendor Advisory

WebCalendar Layers_Toggle.PHP HTTP Response Splitting Vulnerability BID www.securityfocus.com

SecurityFocus BUGTRAQ www.securityfocus.com

21383 OSVDB www.osvdb.org

vd.lwang.org/webcalendar_multiple_vulns.txt MISC vd.lwang.org

Debian -- Security Information -- DSA-1002-1 webcalendar DEBIAN www.debian.org Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.
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There are currently no legacy QID mappings associated with this CVE.
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