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CVE-2005-4020
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AVNAGUAUNCPIPAP Certain versions of Widget Imprint from Widget Press contain the
’ following vulnerability:

SQL injection vulnerability in create.php in Widget Imprint 1.0.26 and
earlier allows remote attackers to execute arbitrary SQL commands via
the product_id parameter.

CVE-2005-4020 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
© OSVDB 21435
- UNSECURED SYSTEMS -: Widget Imprint SQL inj. vuln. pridels0.blogspot.com ) MISC pridels0.blogspot.com/2005/12/widget-
imprint-sql-inj-vuln.html
Widget Imprint "product_id" SQL Injection Vulnerability - Y SECUNIA 17840
Advisories - Secunia
Webmail : Solution de messagerie professionnelle - [ www.vupen.com | (%) VUPEN ADV-2005-2740
OVHcloud- OVH text/html
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https://cve.report/CVE-2005-4020/cve_org
https://cve.report/CVE-2005-4020.pdf
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comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Widget Press Widget Imprint All All All All

cpe:2.3:a:widget_press:widget_imprint:*:*:

No vendor comments have been submitted for this CVE

«— Previous ID Next ID—
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