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The installer for Gallery 2.0 before 2.0.2 stores the install log under the web document root with insufficient access control,
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Gallery Project Gallery 2.0 All All All
Gallery Project Gallery 2.0.1 All All All
Gallery Project Gallery 2.0_alphat All All All
Gallery Project Gallery 2.0_alpha2 All All All
Gallery Project Gallery 2.0_alpha3 All All All
Gallery Project Gallery 2.0_alpha4 All All All
Gallery Project Gallery 2.0_betat All All All
Gallery Project Gallery 2.0_beta2 All All All
Gallery Project Gallery 2.0_beta3 All All All
Gallery Project Gallery 2.0_rct All All All
Gallery Project Gallery 2.0_rc2 All All All
Gallery Project Gallery 2.0 All All All
Gallery Project Gallery 2.0.1 All All All
Gallery Project Gallery 2.0_alphat All All All
Gallery Project Gallery 2.0_alpha2 All All All
Gallery Project Gallery 2.0_alpha3 All All All
Gallery Project Gallery 2.0 alpha4 All All All
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Application Gallery Project Gallery 2.0_betat All All All
Application Gallery Project Gallery 2.0_beta2 All All All
Application Gallery Project Gallery 2.0_beta3 All All All
Application Gallery Project Gallery 2.0_rc1 All All All
Application Gallery Project Gallery 2.0_rc2 All All All
Reference Source Link Tags
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN WWWw.vupen.com

Gallery Multiple Input Validation Vulnerabilities BID www.securityfocus.com
SecurityFocus BUGTRAQ  www.securityfocus.com

CVE Program record CVE.ORG WWW.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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