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CVE CVE-2005-4077
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-12-08 01:03:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Multiple off-by-one errors in the cURL library (libcurl) 7.11.2 through 7.15.0 allow local users to trigger a buffer overflow and

/ |

Risk And Classification

Primary CVSS: v2.0 4.6 from nvd@nist.gov

AV:L/AC:L/Au:N/C:P/I:P/A:P

Problem Types: CWE-189 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:L/AC:L/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Daniel Stenberg Curl 7112 All All All


https://cve.report/
https://cve.report/CVE-2005-4077/mitre
https://cve.report/CVE-2005-4077/nist
https://cve.report/CVE-2005-4077/cve_org
https://cve.report/api/cve/CVE-2005-4077.json
https://cve.report/CVE-2005-4077.pdf
http://cve.report/vendor/daniel_stenberg
http://cve.report/software/daniel_stenberg/curl

Application Daniel Stenberg Curl 712
Application Daniel Stenberg Curl 7121
Application Daniel Stenberg Curl 7122
Application Daniel Stenberg Curl 7.12.3
Application Daniel Stenberg Curl 7.13
Application Daniel Stenberg Curl 7.13.1
Application Daniel Stenberg Curl 7.13.2
Application Daniel Stenberg Curl 7.14
Application Daniel Stenberg Curl 7141
Application Daniel Stenberg Curl 7.15

Vendor Declared Affected Products

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

Advisories - Mandriva Linux

Secunia - Advisories - Fedora update for curl

Secunia - Advisories - cURL/libcURL URL Parsing Off-By-One Vulnerability
Secunia - Advisories - UnixWare update for curl

Hardened-PHP Project - PHP Security - Advisory 24/2005

[SECURITY] Fedora Core 4 Update: curl-7.13.1-4.fc4

59032 — curl heap overflow

About Security Update 2008-002

Secunia - Advisories - Gentoo update for openoffice / openoffice-bin

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Gentoo Linux Documentation -- OpenOffice.org: Heap overflow in included libcurl
Red Hat update for curl - Advisories - Secunia
ftp.sco.com/pub/updates/UnixWare/SCOSA-2006.16/SCOSA-2006.16.txt
www.trustix.org/errata/2005/0072

Secunia - Advisories - Trustix update for cups / curl

USN-228-1: curl library vulnerability | Ubuntu security notices

Debian update for curl - Secunia Advisories - Vulnerability Intelligence - Secunia.com

Secunia - Advisories - Ubuntu update for curl
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US-CERT Technical Cyber Security Alert TA06-132A -- Apple Mac Products Affected by Multiple Vulnerabilities
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http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.mandriva.com/security/advisories?name=MDKSA-2005:224
http://www.us-cert.gov/cas/techalerts/TA06-132A.html
http://secunia.com/advisories/17960
http://secunia.com/advisories/17907
http://secunia.com/advisories/19457
http://www.hardened-php.net/advisory_242005.109.html
http://www.redhat.com/archives/fedora-announce-list/2005-December/msg00020.html
http://qa.openoffice.org/issues/show_bug.cgi?id=59032
http://docs.info.apple.com/article.html?artnum=307562
http://secunia.com/advisories/19433
http://www.vupen.com/english/advisories/2006/1779
http://www.gentoo.org/security/en/glsa/glsa-200603-25.xml
http://secunia.com/advisories/18188
ftp://ftp.sco.com/pub/updates/UnixWare/SCOSA-2006.16/SCOSA-2006.16.txt
http://www.trustix.org/errata/2005/0072/
http://secunia.com/advisories/18336
https://usn.ubuntu.com/228-1/
http://secunia.com/advisories/17965
http://secunia.com/advisories/17977

VIdC UD A OSECUTILYy UpUdlLe FIXeS IVIUILIPIE VUINIerdoliues - AQVISOries - oecuriid
APPLE-SA-2008-03-18 Security Update 2008-002

Secunia - Advisories - Mandriva update for curl

Repository / Oval Repository

Debian -- Security Information -- DSA-919-2 curl

Apple Mac OS X Security Update 2006-003 Multiple Vulnerabilities
Gentoo Linux Documentation -- cURL: Off-by-one errors in URL handling
cURL / libcURL URL Parser Buffer Overflow Vulnerability

cURL - Security Advisory (Dec 7, 2005)

APPLE-SA-2006-05-11 Security Update 2006-003

Gentoo update for curl - Advisories - Secunia

Support

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Webmail | OVH- OVH

SecurityFocus

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Secunia - Advisories - OpenOffice cURL/libcURL URL Parsing Off-By-One Vulnerability
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CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.

© CVE.report 2026 |

Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This

site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web

site. This site includes MITRE data granted under the following license.
Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


http://secunia.com/advisories/20077
http://lists.apple.com/archives/security-announce/2008/Mar/msg00001.html
http://secunia.com/advisories/17961
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10855
http://www.debian.org/security/2005/dsa-919
http://www.securityfocus.com/bid/17951
http://www.gentoo.org/security/en/glsa/glsa-200512-09.xml
http://www.securityfocus.com/bid/15756
http://curl.haxx.se/docs/adv_20051207.html
http://lists.apple.com/archives/security-announce/2006/May/msg00003.html
http://secunia.com/advisories/18105
http://www.redhat.com/support/errata/RHSA-2005-875.html
http://www.vupen.com/english/advisories/2005/2791
http://www.vupen.com/english/advisories/2006/0960
http://www.securityfocus.com/archive/1/418849/100/0/threaded
http://www.vupen.com/english/advisories/2008/0924/references
http://secunia.com/advisories/19261
https://www.cve.org/CVERecord?id=CVE-2005-4077
https://nvd.nist.gov/vuln/detail/CVE-2005-4077
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2005-4077
	Summary
	Risk And Classification
	CVSS v2.0 Breakdown

	NVD Known Affected Configurations (CPE 2.3)
	Vendor Declared Affected Products
	References


