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Certain versions of Itunes from Apple contain the following
vulnerability:

Multiple heap-based buffer overflows in QuickTime.qts in Apple
QuickTime Player 7.0.3 and iTunes 6.0.1 (3) and earlier allow remote
attackers to cause a denial of service (crash) and execute arbitrary
code via a .mov file with (1) a Movie Resource atom with a large size
value, or (2) an stsd atom with a modified Sample Description Table

size value, and possibly other vectors involving media files. NOTE: item 1 was originally
identified by CVE-2005-4127 for a pre-patch announcement, and item 2 was originally
identified by CVE-2005-4128 for a pre-patch announcement.
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CVE References

Description Tags Link

Apple QuickTime/iTunes QuickTime.QTS Heap
Overflow Vulnerability

cve.report (archive)

text/html

 BID 15732

CXSecurity - IDS securityreason.com

text/html

 SREASON 336

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060111 [EEYEB-20051117B] Apple
iTunes (QuickTime.qts) Heap Overflow

security-protocols.com

text/plain

 MISC security-protocols.com/advisory/sp-x21-
advisory.txt
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Inactive Link Not Archived

advisory.txt

SecurityTracker.com Archives - Apple QuickTime
Buffer Overflow in Playing '.mov' Files Lets Remote
Users Execute Arbitrary Code

securitytracker.com

text/html

 SECTRACK 1015397

US-CERT Technical Cyber Security Alert TA06-
011A -- Apple QuickTime Vulnerabilities

US Government Resource

www.us-cert.gov

text/html

 CERT TA06-011A

SecurityReason - Apple iTunes (QuickTime.qts)
Heap Overflow

securityreason.com

text/html

 SREASON 334

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060111 Updated Advisories - Incorrect
CVE Information

No Description Provided web.archive.org

text/html

Inactive Link Not Archived

 MISC www.security-protocols.com/modules.php?
name=News&file=article&sid=3133

SecurityTracker.com Archives - Apple QuickTime
Unspecified Heap Overflow May Let Remote Users
Execute Arbitrary Code

securitytracker.com

text/html

 SECTRACK 1015356

Webmail - OVH Vendor Advisory

www.vupen.com

text/html

 VUPEN ADV-2006-0128

About the security content of QuickTime 7.0.4 web.archive.org

text/html

Inactive Link Not Archived

 APPLE APPLE-SA-2006-01-10

SecurityTracker.com Archives - Apple iTunes Buffer
Overflow in Playing '.mov' Files Lets Remote Users
Execute Arbitrary Code

securitytracker.com

text/html

 SECTRACK 1015396

No Description Provided Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 MISC www.security-protocols.com/modules.php?
name=News&file=article&sid=3109

Secunia - Advisories - Apple QuickTime / iTunes
Memory Corruption Vulnerability

Vendor Advisory

web.archive.org

text/html

 SECUNIA 18149

Network Security, Vulnerability Assessment,
Intrusion Prevention

www.eeye.com

text/html

 MISC
www.eeye.com/html/research/upcoming/20051117a.html

www.security-protocols.com

text/plain

Inactive Link Not Archived

 MISC www.security-protocols.com/advisory/sp-x21-
advisory.txt

Webmail : Solution de messagerie professionnelle -
OVHcloud- OVH

Vendor Advisory

www.vupen.com

text/html

 VUPEN ADV-2005-3012

Secunia - Advisories - QuickTime Multiple
Image/Media File Handling Vulnerabilities

Vendor Advisory

web.archive.org

text/html

 SECUNIA 18370

US-CERT Vulnerability Note VU#921193 US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#921193

SecurityFocus www.securityfocus.com

text/html

 BUGTRAQ 20060111 [EEYEB-20051117A] Apple
QuickTime STSD Atom Heap Overflow
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Network Security, Vulnerability Assessment,
Intrusion Prevention

www.eeye.com

text/html

 MISC
www.eeye.com/html/research/upcoming/20051117b.html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Apple Itunes 6.0.1 All All All

Application Apple Itunes 6.0.1 All All All

Application Apple Quicktime 7.0.3 All All All

Application Apple Quicktime 7.0.3 All All All

No vendor comments have been submitted for this CVE
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