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AVNACLUAUNCNINAC Certain versions of Mailman from Gnu contain the following
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vulnerability:

Mailman 2.1.4 through 2.1.6 allows remote attackers to cause a denial

ia a message that causes the server to "fail with an

Overflow on bad date data in a processed message," a different
vulnerability than CVE-2005-3573.

CVE-2005-4153 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.8-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |

CVE References

Description

usn/usn-242-1 - Ubuntu Linux

Advisories - Mandriva

Secunia - Advisories - Ubuntu update for mailman

Secunia - Advisories - Red Hat update for mailman

IBM X-Force Exchanae

Tags Link

@ UBUNTU USN-242-1
text/html

& MANDRIVA MDKSA-2005:222

Vendor Advisory

wwwnew.mandriva.com

){ SECUNIA 18456

{ SECUNIA 19167

e e ieanl - @& XF mailman-utf8-scrubber-


https://cve.report/
https://cve.report/CVE-2005-4153/mitre
https://cve.report/CVE-2005-4153/nist
https://cve.report/CVE-2005-4153/cve_org
https://cve.report/CVE-2005-4153.pdf
http://cve.report/software/gnu/mailman
http://cve.report/vendor/gnu
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.ubuntu.com/usn/usn-242-1
http://wwwnew.mandriva.com/security/advisories?name=MDKSA-2005:222
https://web.archive.org/web/2005/http://secunia.com/advisories/18456
https://web.archive.org/web/2005/http://secunia.com/advisories/19167

Secunia - Advisories - Trustix update for mailman

rhn.redhat.com | Red Hat Support

No Description Provided

Secunia - Advisories - Mailman Dates Denial of Service Vulnerability

GNU Mailman Large Date Data Denial Of Service Vulnerability

No Description Provided

Secunia - Advisories - Debian update for mailman

SGI Advanced Linux Environment Multiple Updates - Advisories -

Secunia

Debian -- Security Information -- DSA-955-1 mailman

Repository / Oval Repository

text/html

Vendor Advisory
web.archive.org
text/html

www.redhat.com
text/html

patches.sgi.com

Inactive Link'| Not Archived

Vendor Advisory
web.archive.org
text/html

cve.report (archive)
text/html

www.osvdb.org

Inactive Link"| Not Archived

Vendor Advisory
web.archive.org
text/html

Vendor Advisory
web.archive.org
text/html

www.debian.org
Depreciated Link
text/html

oval.cisecurity.org
text/html

text/plain

Inactive Link"| Not Archived

dos(23139)

{ SECUNIA 19196

& REDHAT RHSA-2006:0204

) SGI 20060401-01-U

) SECUNIA 18449

@ BID 16248

() OSVDB 21723

) SECUNIA 18612

) SECUNIA 19532

(© DEBIAN DSA-955

¢ OVAL
oval:org.mitre.oval:def:10660

TRUSTIX 2006-0012

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version
Application Gnu Mailman 214
Application Gnu Mailman 215
Application Gnu Mailman 2.1.6
Application Gnu Mailman 214
Application Gnu Mailman 2.1.5

Update
All
All
All
All

All

Edition Language
All All
All All
All All
All All
All All


https://exchange.xforce.ibmcloud.com/vulnerabilities/23139
https://web.archive.org/web/2005/http://secunia.com/advisories/19196
http://www.redhat.com/support/errata/RHSA-2006-0204.html
ftp://patches.sgi.com/support/free/security/advisories/20060401-01-U
https://web.archive.org/web/2005/http://secunia.com/advisories/18449
http://cve.report/bid/16248
http://www.osvdb.org/21723
https://web.archive.org/web/2005/http://secunia.com/advisories/18612
https://web.archive.org/web/2005/http://secunia.com/advisories/19532
http://www.debian.org/security/2006/dsa-955
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A10660
https://cve.report/CVE-2005-4153/fb2f398c
mailto:%20comment@cve.report
http://cve.report/vendor/gnu
http://cve.report/software/gnu/mailman
http://cve.report/vendor/gnu
http://cve.report/software/gnu/mailman
http://cve.report/vendor/gnu
http://cve.report/software/gnu/mailman
http://cve.report/vendor/gnu
http://cve.report/software/gnu/mailman
http://cve.report/vendor/gnu
http://cve.report/software/gnu/mailman

Application Gnu Mailman 2.1.6 All All All
cpe:2.3:a:gnu:mailman:2.1.4:" "
cpe:2.3:a:gnu:mailman:2.1.5:% "
cpe:2.3:a:gnu:mailman:2.1.6:*:* "
cpe:2.3:a:gnu:mailman:2.1.4:" " >
cpe:2.3:a:gnu:mailman:2.1.5:% "

cpe:2.3:a:gnu:mailman:2.1.6:*:":*

No vendor comments have been submitted for this CVE
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