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Summary

CVE CVE-2005-4210

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-12-13 11:03:00 UTC

Updated 2022-02-28 16:23:00 UTC

Description Opera before 8.51, when running on Windows with Input Method Editor (IME) installed, allows remote attackers to cause a denial of service (persistent application crash) by bookmarking a site with a long title.

Risk And Classification

Problem Types: NVD-CWE-noinfo

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Opera Opera Browser All All All All

Application Opera Software Opera Web Browser 5.0.2 All All All

Application Opera Software Opera Web Browser 5.1.0 All All All

Application Opera Software Opera Web Browser 5.1.1 All All All

Application Opera Software Opera Web Browser 6.0.3 All All All

Application Opera Software Opera Web Browser 6.0.4 All All All

Application Opera Software Opera Web Browser 6.0.5 All All All

Application Opera Software Opera Web Browser 6.0.6 All All All

Application Opera Software Opera Web Browser 7.0 All All All

Application Opera Software Opera Web Browser 7.0.1 All All All

Application Opera Software Opera Web Browser 7.0.2 All All All

Application Opera Software Opera Web Browser 7.0.3 All All All

Application Opera Software Opera Web Browser 7.0_beta1 All All All

Application Opera Software Opera Web Browser 7.0_beta2 All All All

Application Opera Software Opera Web Browser 7.10 All All All

Application Opera Software Opera Web Browser 7.11 All All All

Application Opera Software Opera Web Browser 7.11b All All All
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Application Opera Software Opera Web Browser 7.11b All All All

Application Opera Software Opera Web Browser 7.11j All All All

Application Opera Software Opera Web Browser 7.20 All All All

Application Opera Software Opera Web Browser 7.20_beta1_build2981 All All All

Application Opera Software Opera Web Browser 7.21 All All All

Application Opera Software Opera Web Browser 7.22 All All All

Application Opera Software Opera Web Browser 7.23 All All All

Application Opera Software Opera Web Browser 7.50 All All All

Application Opera Software Opera Web Browser 7.50b1 All All All

Application Opera Software Opera Web Browser 7.51 All All All

Application Opera Software Opera Web Browser 7.52 All All All

Application Opera Software Opera Web Browser 7.53 All All All

Application Opera Software Opera Web Browser 7.54 All All All

Application Opera Software Opera Web Browser 8.0 All All All

Application Opera Software Opera Web Browser 8.01 All All All

Application Opera Software Opera Web Browser 8.02 All All All

Application Opera Software Opera Web Browser 8.0_final_build_1095 All All All

Application Opera Software Opera Web Browser 8.50 All All All

Application Opera Software Opera Web Browser 8_beta_3 All All All

Application Opera Software Opera Web Browser 5.0.2 All All All

Application Opera Software Opera Web Browser 5.1.0 All All All

Application Opera Software Opera Web Browser 5.1.1 All All All

Application Opera Software Opera Web Browser 6.0.3 All All All

Application Opera Software Opera Web Browser 6.0.4 All All All

Application Opera Software Opera Web Browser 6.0.5 All All All

Application Opera Software Opera Web Browser 6.0.6 All All All

Application Opera Software Opera Web Browser 7.0 All All All

Application Opera Software Opera Web Browser 7.0.1 All All All

Application Opera Software Opera Web Browser 7.0.2 All All All

Application Opera Software Opera Web Browser 7.0.3 All All All

Application Opera Software Opera Web Browser 7.0_beta1 All All All

Application Opera Software Opera Web Browser 7.0_beta2 All All All

Application Opera Software Opera Web Browser 7.10 All All All

Application Opera Software Opera Web Browser 7.11 All All All

Application Opera Software Opera Web Browser 7.11b All All All

Application Opera Software Opera Web Browser 7.11j All All All
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Application Opera Software Opera Web Browser 7.20 All All All

Application Opera Software Opera Web Browser 7.20_beta1_build2981 All All All

Application Opera Software Opera Web Browser 7.21 All All All

Application Opera Software Opera Web Browser 7.22 All All All

Application Opera Software Opera Web Browser 7.23 All All All

Application Opera Software Opera Web Browser 7.50 All All All

Application Opera Software Opera Web Browser 7.50b1 All All All

Application Opera Software Opera Web Browser 7.51 All All All

Application Opera Software Opera Web Browser 7.52 All All All

Application Opera Software Opera Web Browser 7.53 All All All

Application Opera Software Opera Web Browser 7.54 All All All

Application Opera Software Opera Web Browser 8.0 All All All

Application Opera Software Opera Web Browser 8.01 All All All

Application Opera Software Opera Web Browser 8.02 All All All

Application Opera Software Opera Web Browser 8.0_final_build_1095 All All All

Application Opera Software Opera Web Browser 8.50 All All All

Application Opera Software Opera Web Browser 8_beta_3 All All All

References

Reference Source Link Tags

Opera Web Browser Long Title Element Bookmark Denial of Service Vulnerability BID www.securityfocus.com Patch

Opera Software - Knowledge Base CONFIRM www.opera.com

21641 OSVDB www.osvdb.org

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Secunia - Advisories - Opera Bookmark Large Title Denial of Service Weakness SECUNIA secunia.com Exploit, Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.
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