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CVE-2005-4316
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AVNACLAUNCNENAC Certain versions of Hp-ux from Hp contain the following vulnerability:

packet.

CVE-2005-4316 has been assigned by [f] cve@mitre.org to track the vulnerability

HP-UX B.11.00, B.11.04, B.11.11, and B.11.23 allows remote attackers
to cause a denial of service via a "Rose Attack" that involves sending a
subset of small IP fragments that do not form a complete, larger

CVSS2 Score: 7.8-HIGH
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1. Overview:

Secunia - Advisories - Avaya PDS HP-UX TCP/IP "Rose Attack"
Denial of Service

Multiple Vendor TCP Packet Fragmentation Handling Denial Of
Service Vulnerability

Webmail : Solution de messagerie professionnelle - OVHcloud-
OVH

Secunia - Advisories - HP-UX TCP/IP "Rose Attack" Denial of
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oval.cisecurity.org
text/html

text/html

cve.report (archive)
text/html

text/html
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2006-062.htm
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https://cve.report/CVE-2005-4316/cve_org
https://cve.report/CVE-2005-4316.pdf
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http://cve.report/bid/11258
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Service Vulnerability Vendor Advisory
text/html

SecurityFocus (D) HP SSRT4728

SecurityFocus 2y BUGTRAQ 20040927 IPv4 fragmentation
--> The Rose Attack

SecurityTracker.com Archives - HP-UX TCP/IP Stack May
Consume Excessive System Resources When Under IP Fragment

Attacks

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

0 SECTRACK 1015361

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Hp Hp-ux 11.00 All All All
System

Operating Hp Hp-ux 11.11 All All All
System

Operating Hp Hp-ux 11.23 All ia64_64-bit All
System

Operating Hp Hp-ux 11.4 All All All
System

Operating Hp Hp-ux 11.00 All All All
System

Operating Hp Hp-ux 11.11 All All All
System

Operating Hp Hp-ux 11.23 All iab4_64-bit All
System

Operating Hp Hp-ux 11.4 All All All
System
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No vendor comments have been submitted for this CVE
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