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CVE CVE-2005-4348
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2005-12-21 00:03:00 UTC
Updated 2018-10-19 15:40:00 UTC
Description fetchmail before 6.3.1 and before 6.2.5.5, when configured for multidrop mode, allows remote attackers to cause a denial o
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Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition
Application Fetchmail Fetchmail All All All
Application Fetchmail Fetchmail All All All

Language

All

All

References

Reference

USN-233-1: fetchmail vulnerability | Ubuntu security notices

21906

Fetchmail - Kostenloser Open Source Mail Daemon

SGI Advanced Linux Environment 3 Multiple Updates - Advisories - Secunia
Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia
SecurityTracker.com Archives - Fetchmail Can Be Crashed By Remote Users By Sending a Headerless Message
Webmail - OVH

Webmail - OVH

rhn.redhat.com | Red Hat Support

SecurityFocus

Repository / Oval Repository

Secunia - Advisories - Fedora update for fetchmail

Source

UBUNTU

OoSsvDB

CONFIRM

SECUNIA

SECUNIA

SECTRACK

VUPEN

VUPEN

REDHAT

BUGTRAQ

OVAL

SECUNIA

Link

usn.ubu
WWW.0S!
fetchma
secunia.
secunia.
securityt
WWW.VU|
WWW.VU|
WWW.rec
WWW.SE
oval.cise

secunia.


https://cve.report/
https://cve.report/CVE-2005-4348/mitre
https://cve.report/CVE-2005-4348/nist
https://cve.report/CVE-2005-4348/cve_org
https://cve.report/CVE-2005-4348.pdf
http://cve.report/vendor/fetchmail
http://cve.report/software/fetchmail/fetchmail
http://cve.report/vendor/fetchmail
http://cve.report/software/fetchmail/fetchmail
https://usn.ubuntu.com/233-1/
http://www.osvdb.org/21906
http://fetchmail.berlios.de/fetchmail-SA-2005-03.txt
http://secunia.com/advisories/24284
http://secunia.com/advisories/21253
http://securitytracker.com/id?1015383
http://www.vupen.com/english/advisories/2006/3101
http://www.vupen.com/english/advisories/2005/2996
http://www.redhat.com/support/errata/RHSA-2007-0018.html
http://www.securityfocus.com/archive/1/420098/100/0/threaded
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9659
http://secunia.com/advisories/18172

20070201-01-P SGil patches.
Secunia - Advisories - Ubuntu update for fetchmail SECUNIA secunia.
Secunia - Advisories - Fetchmail Headerless Message Denial of Service Vulnerability SECUNIA secunia.
Apple Mac OS X Multiple Security Vulnerabilities BID WWW.Se
SecurityFocus BUGTRAQ WWW.SE
Fetchmail Missing Email Header Remote Denial of Service Vulnerability BID WWW.Sex
IBM X-Force Exchange XF exchang
Secunia - Advisories - Mandriva update for fetchmail SECUNIA secunia.
Red Hat update for fetchmail - Advisories - Secunia SECUNIA secunia.
#343836 - (CVE-2005-4348) Security: DoS attack possible - crashes on empty message - Debian Bug reportlogs  MISC bugs.del
The Slackware Linux Project: Slackware Security Advisories SLACKWARE slackwa
Advisories - Mandriva MANDRIVA wwwnev
Security Announcement SUSE www.no'
Trustix update for multiple packages - Advisories - Secunia SECUNIA secunia.
Slackware update for fetchmail - Advisories - Secunia SECUNIA secunia.
2006-0002 TRUSTIX www.tru
Debian update for fetchmail - Advisories - Secunia SECUNIA secunia.
Debian -- Page not found DEBIAN www.del
CVE Program record CVE.ORG WWW.CVE
NVD vulnerability detail NVD nvd.nist.
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-01-31 Mark J Cox  The Red Hat Security Response Team has rated this issue as having low security impact. An ug
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There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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