VE-2 -4352
Published on: 12/31/2005 05:00:00 AM UTC
Last Modified on: 03/23/2021 11:27:22 PM UTC

CVE-2005-4352

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACUAUNCNIPAN Certain versions of Linux Kernel from Linux contain the following
vulnerability:

The securelevels implementation in NetBSD 2.1 and earlier, and Linux
2.6.15 and earlier, allows local users to bypass time setting restrictions
and set the clock backwards by setting the clock ahead to the
maximum unixtime value (19 Jan 2038), which then wraps around to
the minimum value (13 Dec 1901), which can then be set ahead to the
desired time, aka "settimeofday() time wrap."

CVE-2005-4352 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: f2ii=Low |

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

IBM X-Force Exchange € XF bsd-securelevel-settimeofday-
bypass(24036)

BSD SecurelLevel Time Setting Security Restriction Bypass () BID 16170

Vulnerability cve.report (archive)
text/html

SecurityFocus www.securityfocus.com ) BUGTRAQ 20060109 Time
text/html modification flaw in BSD securelevels on

NetBSD and Linux

SecurityTracker.com Archives - NetBSD settimeofday() Lets securitytracker.com 7) SECTRACK 1015454
Certain Local Users Set the Time Backwards text/html



https://cve.report/
https://cve.report/CVE-2005-4352/mitre
https://cve.report/CVE-2005-4352/nist
https://cve.report/CVE-2005-4352/cve_org
https://cve.report/CVE-2005-4352.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://exchange.xforce.ibmcloud.com/vulnerabilities/24036
http://cve.report/bid/16170
http://www.securityfocus.com/archive/1/421426/100/0/threaded
http://securitytracker.com/id?1015454

[Full-disclosure] Time modification flaw in BSD securelevels on 0 FULLDISC 20060109 Time

NetBSD and Linux Vendor Advisory modification flaw in BSD securelevels on
web.archive.org NetBSD and Linux
text/html
Inactive Link'| Not Archived

rPath update for kernel and xen - Advisories - Secunia web.archive.org { SECUNIA 25691
text/html

RedTeam Pentesting GmbH - Page not found = MISC www.redteam-

Vendor Advisory pentesting.de/advisories/rt-sa-2005-16.ixt
www.redteam-pentesting.de

text/plain

Inactive Link'| Not Archived

SecurityFocus www.securityfocus.com 2y BUGTRAQ 20070615 rPSA-2007-
text/html 0124-1 kernel xen

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 2.6.0 All All All
System

Operating Linux Linux Kernel 2.6.0 test1 All All
System

Operating Linux Linux Kernel 2.6.0 test10 All All
System

Operating Linux Linux Kernel 2.6.0 test11 All All
System

Operating Linux Linux Kernel 2.6.0 test2 All All
System

Operating Linux Linux Kernel 2.6.0 test3 All All
System

Operating Linux Linux Kernel 2.6.0 test4 All All
System

Operating Linux Linux Kernel 2.6.0 tests All All
System

Operating Linux Linux Kernel 2.6.0 test6 All All
System

Operating Linux Linux Kernel 2.6.0 test7 All All
System

Operating Linux Linux Kernel 2.6.0 test8 All All
System

Operating Linux Linux Kernel 2.6.0 test9 All All

System


https://web.archive.org/web/2005/http://lists.grok.org.uk/pipermail/full-disclosure/2006-January/041178.html
https://web.archive.org/web/2005/http://secunia.com/advisories/25691
https://cve.report/CVE-2005-4352/9a903f1f
http://www.securityfocus.com/archive/1/471457
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cpe:2.3:0:linux:linux_kernel:2.6.0::*:***:*:*:

dkak kR kuk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test10:*:*:*:*:*:*;

dkak kR ukuk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test11:*:*:*:*:*:*:

kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test2:*:*:*:*:*:*:

kKKK k.

cpe:2.3:0:linux:linux_kernel:2.6.0:test3:*:*:*:*:*:*:

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test5:*:*:**:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test6:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test7:*:*:*:*:*:*:

SRk kL kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test8:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:**:**::

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rct1:*:*:* "

1.6

1.6

1.6.1

1.6.2

2.0
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2.1
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All

beta

All

All

All

All

All

All

All

All

All

All

All

All

All
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akLkuk kKK k.

cpe:2.3:0:linux:linux_kernel:2.6.11.12:*:*: """

cpe:2.3:0:linux:linux_kernel:2.6.11.5:%:* "

Skukakukkakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:**: "

Skkakuk ok akuk.

cpe:2.3:0:linux:linux_kernel:2.6.11.7:%:* ™

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:* "

dkkakkukak.

cpe:2.3:0:linux:linux_kernel:2.6.12:rc1:*:*:**:*:*:

Sk Lk akkkuk.

cpe:2.3:0:linux:linux_kernel:2.6.12:rc5:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.1:* % *:*:

dkk ok kkakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:**:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:**:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:*

Skk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.5:* "

Skuk ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.12.6:*:*: " :*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.13:*: " "™

Lkak kR Lk uk,

cpe:2.3:0:linux:linux_kernel:2.6.13:rc1 "™

Lk ok ak kR ok,

cpe:2.3:0:linux:linux_kernel:2.6.13:rc6:*:**:*:*:*:

Lkak ok akakak,

cpe:2.3:0:linux:linux_kernel:2.6.13:rc7:*:* "1™

Sk Kk ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.13.1:* """

cpe:2.3:0:linux:linux_kernel:2.6.13.2:%:* "™

cpe:2.3:0:linux:linux_kernel:2.6.13.3:":* "™



cpe:2.3:0:linux:linux_kernel:2.6.13.4:":*:* "

dkukakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc4:*:*:*:*:*:*:

skukakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.14. 1" "

cpe:2.3:0:linux:linux_kernel:2.6.14.2:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:2.6.14.3:*:* ™

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.6.15:*: """

dkkakukukak.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.5:**:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7: "

KKk oKk k.

cpe:2.3:0:linux:linux_kernel:2.6.7:rc1:*: "

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc1:*:*:*:*:*::

Kk uk kR k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc2:*:*:*:*:*:*:

Kk ak oKk k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc3:*:*:*:*:*:*:

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.9:2.6.20:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6_test9_cvs:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*:*:*:*:*:*:



Rk Lk LKLk Lk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test6:™:*:*:*:*:*:

kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test7:*:*:*:*:*:*:

kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test9:™:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*: " *:*:

KKk akukk.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.10:*:*:*:*:*:*:*:

dkkkkkuk.

cpe:2.3:0:linux:linux_kernel:2.6.10:rc2:*:*:*:*:*:*:

dkk Lk kkuk.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc2:*:*:*:*:*:*:

dkkkukkuk.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc3:*:*:*:*:*:*:

Akakak oKk Rk,

cpe:2.3:0:linux:linux_kernel:2.6.11. 11

ARk kKRR k.

cpe:2.3:0:linux:linux_kernel:2.6.11.12:* "

Skak ok ak ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.5:* "™

Sk Kk kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:*: " :*:

cpe:2.3:0:linux:linux_kernel:2.6.11.7:* 7

Sk ok ak ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:**:***:*:

Skak ok ak Lk ak,

cpe:2.3:0:linux:linux_kernel:2.6.12:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12:rc5:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.1:%:* "



cpe:2.3:0:linux:linux_kernel:2.6.12.2:%:*:*:*: "

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*:*:*:*:*:*":

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:*:*: "

cpe:2.3:0:linux:linux_kernel:2.6.12.5:%:*:*:*: "

cpe:2.3:0:linux:linux_kernel:2.6.12.6:*:*:*:*:*:*:*:

Skukakukakak.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc1:*: """

dkakakukakak.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc4:*:*:*:*:*:*:

Skkakukukak.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc7:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.13.1:*:* ™

Skk Kk k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.13.2:*:* "

Skk Lk k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.13.3:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.13.4:*:* 7 *:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.14:*:*:**:**:*:

Skkkkkuk.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc2:*:*:*:*:*:*:

Skkukkkuk.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc3: " "™
cpe:2.3:0:linux:linux_kernel:2.6.14:rc4 "
cpe:2.3:0:linux:linux_kernel:2.6.14.1
cpe:2.3:0:linux:linux_kernel:2.6.14.2:* " "

Skak ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.14.3:*:*: " :*:

Wk ok ak ok akak,

cpe:2.3:0:linux:linux_kernel:2.6.15:rc1 """
cpe:2.3:0:linux:linux_kernel:2.6.15:rc3:*:* %" 1*:
cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

akLk Lk akLkk.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc1:*:*:*:*:

AkLk kKK k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc2:*:*:*:*:*:*:

akLk kKK k.

cpe:2.3:0:linux:linux_kernel:2.6.8:rc3:":*:*:*:*:*:

cpe:2.3:0:netbsd:netbsd:1.6.1:*:** " :*:

cpe:2.3:0:netbsd:netbsd:1.6.2:*:*:**:*:*:*:

cpe:2.3:0:netbsd:netbsd:2.0:*:*:*:*:**::

cpe:2.3:0:netbsd:netbsd:2.0.1:*:***:*:*:*:

cpe:2.3:0:netbsd:netbsd:2.0.2:*:*:*:*:*:*:*:

cpe:2.3:0:netbsd:netbsd:2.0.3:*:

cpe:2.3:0:netbsd:netbsd:2.1:* " *:™:

cpe:2.3:0:netbsd:netbsd:1.6.1:*:*:****:*:

cpe:2.3:0:netbsd:netbsd:1.6.2:*:*:**:*:*:*:

cpe:2.3:0:netbsd:netbsd:2.0:*:*:*:**:*:*:

cpe:2.3:0:netbsd:netbsd:2.0.1::* " " *:*:

cpe:2.3:0:netbsd:netbsd:2.0.2::*:**:*:*:*:

cne'? 3'a'nethad nethad 2 () 3-*-*-*-*-*-*%.



B T T R

cpe:2.3:0:netbsd:netbsd:2.1:*:*:*:*

No vendor comments have been submitted for this CVE
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