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AVNACLAUNCPIPAP Certain versions of Webdb from Lois Software contain the following
’ vulnerability:

** DISPUTED ** SQL injection vulnerability in WebDB 1.1 and earlier
allows remote attackers to execute arbitrary SQL commands via
unspecified search parameters, possibly Search0. NOTE: the vendor
has disputed this issue, saying that "WebDB is a generic online
database system used by many of the clients of Lois Software. The
flaw that was identified was some code that was added for a client to do some testing of his
system and only certain safe commands were allowed. This code has now been removed and
it is not now possible to use SQL queries as part of the query string. No installation or patch is
required All clients use a common code library and have their own front end and databases
and connections. So as soon as a change / upgrade / enhancement is made to the code, all
users of the software begin to use the latest changes immediately." Since the issue appeared
in a custom web site and no action is required on the part of customers, this issue should not
be included in CVE.

CVE-2005-4515 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH |
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Lois Software Webdb 1.0 All All All
Application Lois Software Webdb 1.0 All All All
Application Lois Software Webdb All All All All

cpe:2.3:a:lois_software:webdb:1.0:: "
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No vendor comments have been submitted for this CVE
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