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CVE-2005-4560

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AUNACUAUNCPILPIAP Certain versions of Windows 2003 Server from Microsoft contain the
) == . following vulnerability:
.. The Windows Graphical Device Interface library (GDI32.DLL) in
DR\ . . .
) " Microsoft Windows allows remote attackers to execute arbitrary code

O
\%/ via a Windows Metafile (WMF) format image with a crafted

SETABORTPROC GDI Escape function call, related to the Windows
Picture and Fax Viewer (SHIMGVW.DLL), a different vulnerability than
CVE-2005-2123 and CVE-2005-2124, and as originally discovered in the wild on
unionseek.com.

CVE-2005-4560 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH |

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
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US-CERT Technical Cyber Security Alert @ CERT TA05-362A
TAO05-362A -- Microsoft Windows Metafile
Handling Buffer Overflow
tsxtiitml]
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Inactive Link™ Not Archived
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text/html
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text/html updates and de-mystification

SecurityFocus www.securityfocus.com () BUGTRAQ 20060101 Re: RE: WMF Exploit
text/html

Webmail : Solution de messagerie Vendor Advisory (%) VUPEN ADV-2005-3086

professionnelle - OVHcloud- OVH
text/html

SecurityFocus www.securityfocus.com () BUGTRAQ 20051227 Is this a new exploit?
text/html

Nortel Centrex IP Client Manager Multiple Vendor Advisory Y SECUNIA 18311

Vulnerabilities - Advisories - Secunia web.archive.org
text/html

Vendor Advisory (D) MISC support.avaya.com/elmodocs2/security/ASA-
support.avaya.com 2006-001.htm
text/html

US-CERT Technical Cyber Security Alert Third Party Advisory @ CERT TA06-005A

TA06-005A -- Update for Microsoft Windows US Government Resource

Metafile Vulnerability www.us-cert.gov

text/html

IBM X-Force Exchange ST @ XF win-wmf-execute-code(23846)
text/html
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(%) MISC vil.mcafeesecurity.com/vil/content/v_137760.htm

) OVAL oval:org.mitre.oval:def:1433

(T MISC www130.nortelnetworks.com/cgi-
bin/eserv/cs/main.jsp?
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(D) BUGTRAQ 20060104 Another WMF exploit workaround

@ BID 16074

() BUGTRAQ 20051229 RE: WMF Exploit

) OVAL oval:org.mitre.oval:def:1612

(D) MISC linuxbox.org/pipermail/funsec/2006-
January/002455.html
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the web
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() BUGTRAQ 20060103 WMF round-up, updates and de-
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BE IS MS06-001

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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