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Certain versions of Imagemagick from Imagemagick contain the
following vulnerability:

The delegate code in ImageMagick 6.2.4.5-0.3 allows remote attackers
to execute arbitrary commands via shell metacharacters in a filename
that is processed by the display command.

CVSS2 Score: 7.5 - HIGH
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CVE References

Description Tags Link

Webmail | OVH- OVH www.vupen.com

text/html

 VUPEN ADV-2008-0412

Red Hat update for imagemagick - Advisories - Secunia web.archive.org

text/html

 SECUNIA 18871

Ubuntu update for imagemagick - Advisories - Secunia web.archive.org

text/html

 SECUNIA 18607

rhn.redhat.com | Red Hat Support web.archive.org

text/html

Inactive Link Not Archived

 REDHAT RHSA-2006:0178

The Slackware Linux Project: Slackware Security Advisories slackware.com

text/html

 SLACKWARE SSA:2006-
045-03

SecurityFocus www.securityfocus.com  BUGTRAQ 20061127

CVE-2005-4601 has been assigned by  cve@mitre.org to track the vulnerability
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http://cve.report/vendor/imagemagick
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http://cve.report/glossary/common-cve-tag-descriptions/
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http://slackware.com/security/viewer.php?l=slackware-security&y=2006&m=slackware-security.341682


www.securityfocus.com

text/html

 BUGTRAQ 20061127
rPSA-2006-0218-1
ImageMagick

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF imagemagick-filename-
command-injection(23927)

rPath update for ImageMagick - Advisories - Secunia web.archive.org

text/html

 SECUNIA 23090

Secunia - Advisories - Debian update for imagemagick web.archive.org

text/html

 SECUNIA 18631

No Description Provided issues.rpath.com

Inactive Link Not Archived

 CONFIRM
issues.rpath.com/browse/RPL-
389

Advisories - Mandriva Linux www.mandriva.com

text/html

 MANDRIVA MDKSA-
2006:024

usn/usn-246-1 - Ubuntu: Linux for human beings www.ubuntu.com

text/html

 UBUNTU USN-246-1

No Description Provided sunsolve.sun.com

Inactive Link Not Archived

 SUNALERT 231321

#345238 - [CVE-2005-4601] Shell command injection in delegate code (via
file names) - Debian Bug report logs

Exploit

bugs.debian.org

text/html

 MISC bugs.debian.org/cgi-
bin/bugreport.cgi?bug=345238

ImageMagick Utilities Image Filename Handling Two Vulnerabilities -
Advisories - Secunia

Vendor Advisory

web.archive.org

text/html

 SECUNIA 18261

Sun Solaris ImageMagick Multiple Vulnerabilities - Advisories - Secunia web.archive.org

text/html

 SECUNIA 28800

SUSE Updates for Multiple Packages - Advisories - Secunia web.archive.org

text/html

 SECUNIA 19408

No Description Provided www.osvdb.org

Inactive Link Not Archived

 OSVDB 22121

ImageMagick Image Filename Remote Command Execution Vulnerability cve.report (archive)

text/html

 BID 16093

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia web.archive.org

text/html

 SECUNIA 19183

Debian -- Security Information -- DSA-957-2 imagemagick www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-957

Security Announcement web.archive.org

text/html

Inactive Link Not Archived

 SUSE SUSE-SR:2006:006

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL
oval:org.mitre.oval:def:10353

No Description Provided patches.sgi.com

Inactive Link Not Archived

 SGI 20060301-01-U

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Imagemagick Imagemagick 6.2.4.5 All All All

Application Imagemagick Imagemagick 6.2.4.5 All All All

No vendor comments have been submitted for this CVE
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