VE-2 -461
Published on: 12/31/2005 05:00:00 AM UTC
Last Modified on: 03/23/2021 11:27:21 PM UTC

CVE-2005-4618

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACLAUNCNIEPIAP Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

Buffer overflow in syscitl in the Linux Kernel 2.6 before 2.6.15 allows
local users to corrupt user memory and possibly cause a denial of
service via a long string, which causes sysctl to write a zero byte
outside the buffer. NOTE: since the sysctl is called from a userland
program that provides the argument, this might not be a vulnerability,
unless a legitimate user-assisted or setuid scenario can be identified.

CVE-2005-4618 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: (36 LOW |

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

Secunia - Advisories - Debian update for [T ){ SECUNIA 19369
kernel-source-2.4.27

text/html

Webmail - OVH [ www.vupen.com | (@ VUPEN ADV-2006-0035

Secunia - Advisories - Linux Kernel [ Patch | Y SECUNIA 18216

Multiple Vulnerabilities Vendor Advisory
text/html

1IQNI-244-1- | innix kernal wnilnerahilitiee | EETTETFETD M [ IRIINTII1ISN-244-1



https://cve.report/
https://cve.report/CVE-2005-4618/mitre
https://cve.report/CVE-2005-4618/nist
https://cve.report/CVE-2005-4618/cve_org
https://cve.report/CVE-2005-4618.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2005/http://secunia.com/advisories/19369
http://www.vupen.com/english/advisories/2006/0035
https://web.archive.org/web/2005/http://secunia.com/advisories/18216
https://usn.ubuntu.com/244-1/

TN T LA WU IV Y U T TS |

Ubuntu security notices

Debian update for kernel-source-2.6.8 -
Advisories - Secunia

kernel/git/torvalds/linux.git - Linux kernel
source tree

Linux Kernel Sysctl_String Local Buffer

Overflow Vulnerability

Ubuntu update for kernel - Advisories -
Secunia

Debian -- Security Information -- DSA-
1018-2 kernel-source-2.4.27

Advisories - Mandriva Linux

404: File not found

404: File not found

Debian -- Security Information -- DSA-
1017-1 kernel-source-2.6.8

text/html

Vendor Advisory
web.archive.org
text/html

www.kernel.org
text/html

cve.report (archive)
text/html

Vendor Advisory
web.archive.org
text/html

Vendor Advisory
www.debian.org

Depreciated Link
text/html

www.mandriva.com
text/html

www.kernel.org
text/plain
Inactive Link| Not Archived

text/plain
Inactive Link" Not Archived

Vendor Advisory
www.debian.org

Depreciated Link
text/html

= qd
o
o
5

E 2 E E E E g
) :
]
Q

G T Uy

{ SECUNIA 19374

A MISC www kernel.org/git/?p=linux/kernel/git/torvalds/linux-
2.6.git;a=commit;h=8febdd85adaa41faifc1cb31286210fc2cd3edOc

() BID 16141

) SECUNIA 18527

(© DEBIAN DSA-1018

& MANDRIVA MDKSA-2006:040

A MISC www.kernel.org/pub/linux/kernel/v2.6/ChangelLog-2.6.15

A MISC kernel.org/pub/linux/kernel/v2.6/ChangelLog-2.6.15

(@ DEBIAN DSA-1017

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version
Operating Linux Linux Kernel 2.6.0
System

Operating Linux Linux Kernel 2.6.0
System

Operating Linux Linux Kernel 2.6.0
System

Operating Linux Linux Kernel 2.6.0

Quectnm

Update Edition Language
All All All
test1 All All
test10 All All
test11 All All
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http://www.debian.org/security/2006/dsa-1018
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System

Operating Linux Linux Kernel 2.6.9 2.6.20 All All
System

Operating Linux Linux Kernel 2.6_test9 _cvs All All All
System

cpe:2.3:0:linux:linux_kernel:2.6.0:*:*:**:*:*::

Rk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test1:*:*:**:*:*:

Rk kR ok uk.

cpe:2.3:0:linux:linux_kernel:2.6.0:test11:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test2:*:*:*:*:*:*:

koK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test4:*:*:*:*:*:*:

kKoK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:tests:*:*:*:*:*:*:

dkukakukakak.

cpe:2.3:0:linux:linux_kernel:2.6.11:rc4:*:*:*:*:*:*:

dkLk koK Lk Lk ak,

cpe:2.3:0:linux:linux_kernel:2.6.11.11: % "

ARk kKKK k,

cpe:2.3:0:linux:linux_kernel:2.6.11.12:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.5:* " :*:

cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:*:*: 7 :*:
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cpe:2.3:0:linux:linux_kernel:2.6.11.7:%:*

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:**:**:*:*:

Lkk ok kkuk.

cpe:2.3:0:linux:linux_kernel:2.6.12:rct "™

dkk kR ukuk,

cpe:2.3:0:linux:linux_kernel:2.6.12:rc5:*: "™

Sk ok kk ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.12.1

Sk ok ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*: " :*:

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*: """

Sk ok akakakakak,

cpe:2.3:0:linux:linux_kernel:2.6.12.5:*:*****:*:

sk ok akakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.6:*:*:*:***:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.6.13:*: """

cpe:2.3:0:linux:linux_kernel:2.6.13.1:%:* "™

cpe:2.3:0:linux:linux_kernel:2.6.13.2:%:*:* "™

cpe:2.3:0:linux:linux_kernel:2.6.13.3:™:" "™

cpe:2.3:0:linux:linux_kernel:2.6.13.4:*:* "

dkukakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc1:*:*: """

dkukakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc2:*:*:*:*:*:*:

dkukakukkak.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc3:*:*:*:*:*:*:

dkukakukakuk.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.14. 1% ™

Skuk ok uk ok akuk.

cpe:2.3:0:linux:linux_kernel:2.6.14.2:*:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.14.3:*:* "

rne? R:aclinniyliniiy karnalD R 14 4% > -xxkkok.



Skak ok k ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.14.5:*:*****:*:

Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.15:™ "™

Skak kR kuk.

cpe:2.3:0:linux:linux_kernel:2.6.15:rct "™

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:**:*:*::
cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:**:**::
cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:
P

cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:*:**:*:*:

dkakukakakak.

cpe:2.3:0:linux:linux_kernel:2.6.0:test11:*:*:*:*:*:*:

kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test2:*:*:*:*:*:*:

kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test3:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test5:*:*:*:*:*:*:

ARk LKLk LKk,

cpe:2.3:0:linux:linux_kernel:2.6.0:test6:*:*:*:*:*:*:



Kk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.0:test8:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1: "

KKk oKk k.

cpe:2.3:0:linux:linux_kernel:2.6.1:rc1:*: "

Kk kKRR,

cpe:2.3:0:linux:linux_kernel:2.6.1:rc2:*:*:*:*:*:*:

Kk kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.10:* " "™

dkak kR kak,

cpe:2.3:0:linux:linux_kernel:2.6.10:rc2:*:**:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.1 1 **:

Lkak ok k ok ak,

cpe:2.3:0:linux:linux_kernel:2.6.11:rc3:*:***:*1*:

dkak ok akakak,

cpe:2.3:0:linux:linux_kernel:2.6.11:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.11.5:%:* "

cpe:2.3:0:linux:linux_kernel:2.6.11.6:™:*:*:*:*:*:":

cpe:2.3:0:linux:linux_kernel:2.6.11.7:% " "™

cpe:2.3:0:linux:linux_kernel:2.6.11.8:":*:*:*:*:*:™:

cpe:2.3:0:linux:linux_kernel:2.6.12.1:*:*:*: "™

skukakakkakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*:*:*:*:*:*:

dkukakakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:* "™

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:*:***:*:

Skkakuk Lk akuk.

cpe:2.3:0:linux:linux_kernel:2.6.12.5:*:* ™

Skukakukkakak.

cpe:2.3:0:linux:linux_kernel:2.6.12.6:*:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.13:*:*: """

Skkakukkuk.

cpe:2.3:0:linux:linux_kernel:2.6.13:rc1:*:*:**:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.13.1

cpe:2.3:0:linux:linux_kernel:2.6.13.2:* ™

Sk Lk ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.13.3: " ™

Sk ok ak kR akak.

cpe:2.3:0:linux:linux_kernel:2.6.13.4: "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.6.14:*:*:***:*:*:

LRk ok akakak,

cpe:2.3:0:linux:linux_kernel:2.6.14:rct """

Skak ok akukak,

cpe:2.3:0:linux:linux_kernel:2.6.14:rc3:*:***:*1*:
cpe:2.3:0:linux:linux_kernel:2.6.14:rc4:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.14.1:*:* "
cpe:2.3:0:linux:linux_kernel:2.6.14.2:*:*:*:*: "
cpe:2.3:0:linux:linux_kernel:2.6.14.3:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.14.4:*:*:*:***:*:

cpe:2.3:0:linux:linux_kernel:2.6.14.5:%:* "

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:**:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.5::*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.6:rc1:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:rc1:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:



cpe:2.3:0:linux:linux_kernel:2.6.8:rc2:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.8:rc3:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.6.9:2.6.20::*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6_test9_cvs:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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