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CVE-2005-4685

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVNACLAUNCRIPIAN Certain versions of Firefox from Mozilla contain the following
’ vulnerability:

Firefox and Mozilla can associate a cookie with multiple domains when
the DNS resolver has a non-root domain in its search list, which allows
remote attackers to trick a user into accepting a cookie for a hostname
formed via search-list expansion of the hostname entered by the user,
or steal a cookie for an expanded hostname, as demonstrated by an
attacker who operates an ap1.com Internet web site to steal cookies associated with an
ap1.com.example.com intranet web site.

CVE-2005-4685 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 6.4- MEDIUM

Access Access Authentication
Vector Complexity

NETWORK LOW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link

) FULLDISC 20051104 Browser cookie handling:
possible cross-domain cookie sharing

Not Archived

IBM X-Force Exchange € XF konqgueror-cookie-information-disclosure(25291)

Multiple Vendor Web Browser Cookie Hostname (D BID 15331
Handling Weakness

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that



https://cve.report/
https://cve.report/CVE-2005-4685/mitre
https://cve.report/CVE-2005-4685/nist
https://cve.report/CVE-2005-4685/cve_org
https://cve.report/CVE-2005-4685.pdf
http://cve.report/software/mozilla/firefox
http://cve.report/vendor/mozilla
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://archives.neohapsis.com/archives/fulldisclosure/2005-11/0123.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/25291
http://cve.report/bid/15331

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mozilla Firefox 0.10 All All All
Application Mozilla Firefox 0.10.1 All All All
Application Mozilla Firefox 0.8 All All All
Application Mozilla Firefox 0.9 All All All
Application Mozilla Firefox 0.9 rc All All
Application Mozilla Firefox 0.9.1 All All All
Application Mozilla Firefox 0.9.2 All All All
Application Mozilla Firefox 0.9.3 All All All
Application Mozilla Firefox 1.0 All All All
Application Mozilla Firefox 1.0.1 All All All
Application Mozilla Firefox 1.0.2 All All All
Application Mozilla Firefox 1.0.3 All All All
Application Mozilla Firefox 1.0.4 All All All
Application Mozilla Firefox 1.0.5 All All All
Application Mozilla Firefox 1.0.6 All All All
Application Mozilla Firefox 1.0.7 All All All
Application Mozilla Firefox 1.5 betal All All
Application Mozilla Firefox 1.5 beta2 All All
Application Mozilla Firefox preview_release All All All
Application Mozilla Firefox 0.10 All All All
Application Mozilla Firefox 0.10.1 All All All
Application Mozilla Firefox 0.8 All All All
Application Mozilla Firefox 0.9 All All All
Application Mozilla Firefox 0.9 rc All All
Application Mozilla Firefox 0.9.1 All All All
Application Mozilla Firefox 0.9.2 All All All
Application Mozilla Firefox 0.9.3 All All All
Application Mozilla Firefox 1.0 All All All

Application Mozilla Firefox 1.0.1 All All All
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http://cve.report/software/mozilla/mozilla
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http://cve.report/vendor/mozilla
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cpe:2.3:a:mozilla:firefox:1.0.2:*:**:**:*:*:

cpe:2.3:a:mozilla:firefox:1.0.3:*:* %

cpe:2.3:a:mozilla:firefox:1.0.4: ™

cpe:2.3:a:mozilla:firefox:1.0.5: ™

cpe:2.3:a:mozilla:firefox:1.0.6::*****:*:

cpe:2.3:a:mozilla:firefox:1.0.7: ™

Sk ok ak Lk k k.

cpe:2.3:a:mozilla:firefox:1.5:beta2:*:*:*:*:*:*:

Kk koK kKK,

cpe:2.3:a:mozilla:firefox:preview_release:*:*:*:*:*:*:*:

Lk Lk ak kR akak.

cpe:2.3:a:mozilla:firefox:0.10:**:*:**:*:*:
cpe:2.3:a:mozilla:firefox:0.10.1 %% %

cpe:2.3:a:mozilla:firefox:0.8:*:**:*:**:*:

cpe:2.3:a:mozilla:firefox:0.9:*:* %" *:*:

cpe:2.3:a:mozilla:firefox:0.9.1:*:* "

cpe:2.3:a:mozilla:firefox:0.9.2:%:* "

cpe:2.3:a:mozilla:firefox:0.9.3:*:* "

cpe:2.3:a:mozilla:firefox:1.0:*:* "

cpe:2.3:a:mozilla:firefox:1.0.1:%:* "

cpe:2.3:a:mozilla:firefox:1.0.2:%:* "

cpe:2.3:a:mozilla:firefox:1.0.3:*:* "

cpe:2.3:a:mozilla:firefox:1.0.4:":* "

cpe:2.3:a:mozilla:firefox:1.0.5:*:* "

cpe:2.3:a:mozilla:firefox:1.0.6:*:*:*: "

cpe:2.3:a:mozilla:firefox:1.0.7:%:* "

Skukakukkak.

cpe:2.3:a:mozilla:firefox:1.5:betat :*:*:*:*:*:*:

Skk ok uk k.

cpe:2.3:a:mozilla:firefox:1.5:beta2:*:*:*:*:*:*:



cpe:2.3:a:mozilla:mozilla:0.8:*:*:*:*:*:*:*:
cpe:2.3:a:mozilla:mozilla:0.9.2:*:*:*:*:*:*:*:
cpe:2.3:a:mozilla:mozilla:0.9.2.1 " " ™
cpe:2.3:a:mozilla:mozilla:0.9.3: "
cpe:2.3:a:mozilla:mozilla:0.9.35:*:** ™
cpe:2.3:a:mozilla:mozilla:0.9.4:**:***:*:*:
cpe:2.3:a:mozilla:mozilla:0.9.4.1 %
cpe:2.3:a:mozilla:mozilla:0.9.48:*:*: " :*:
cpe:2.3:a:mozilla:mozilla:0.9.5:**:***:*:*:
cpe:2.3:a:mozilla:mozilla:0.9.6:*:*:**:*:*:*:
cpe:2.3:a:mozilla:mozilla:0.9.7:**:***:*:*:
cpe:2.3:a:mozilla:mozilla:0.9.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:mozilla:0.9.9:*:*:***:*:*:

cpe:2.3:a:xmozilla:mozilla:1.0:*:*:*: %

cpe:2.3:a:mozilla:mozilla:1.0.1:*:*: %"

cpe:2.3:a:mozilla:mozilla:1.0.2:*:*: """

cpe:2.3:a:xmozilla:mozilla: 1.1

dkukakakakak.

cpe:2.3:a:mozilla:mozilla:1.2:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:mozilla:1.2. 1% % *: "

cpe:2.3:a:mozilla:mozilla:1.3:*:*:*:***::

cpe:2.3:a:mozilla:mozilla:1.3. 1% "

dkakakokakakuk.

cpe:2.3:a:mozilla:mozilla: 1.4



Skk ok kkak.

cpe:2.3:a:mozilla:zmozilla:1.4:beta:*:*:*:*:*:*:
cpe:2.3:a:mozilla:mozilla:1.4.1:*****:**:
cpe:2.3:a:mozilla:mozilla:1.4.2:* "
cpe:2.3:a:mozilla:mozilla:1.4.4:* > "
cpe:2.3:a:mozilla:mozilla:1.5:*: %
cpe:2.3:a:mozilla:mozilla:1.5.1 "
cpe:2.3:a:mozilla:mozilla:1.6:*:*:*:*:*:*:*:
P

cpe:2.3:a:mozilla:mozilla:1.7:*:*:**:**::

Sk ok akakakak,

cpe:2.3:a:mozilla:mozilla:1.7:beta:*:**:*:*:*:

KKk akak k.

cpe:2.3:a:mozilla:mozilla:1.7:rct > "%

cpe:2.3:a:mozilla:mozilla:1.7.2:*:*: """
cpe:2.3:a:xmozilla:mozilla:1.7.3:*:*: %"
cpe:2.3:a:mozilla:mozilla:1.7.4::* """
cpe:2.3:a:mozilla:mozilla:1.7.5::* """
cpe:2.3:a:mozilla:mozilla:1.7.6:*:*: """
cpe:2.3:a:mozilla:mozilla:1.7.7:%:****: %"
cpe:2.3:a:mozilla:mozilla:1.7.8:*:*:***:*:*:

dkLkLk ok k Lk k,

cpe:2.3:a:mozilla:mozilla:1.7.9:*:

Skukakuk k.

cpe:2.3:a:mozilla:zmozilla:1.8:alpha2:*:*:*:*:*:*:

Skkakuk k.

cpe:2.3:a:mozilla:zmozilla:1.8:alpha3:*:*:*:*:*:*:



Skk Lk akkak.

cpe:2.3:a:mozilla:mozilla:1.8:alphad:*:*:*:*:*:*:

kKKK kKK,

cpe:2.3:a:mozilla:mozilla:m15:*:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:a:mozilla:mozilla:m16:*:*:***:*:*:
cpe:2.3:a:mozilla:mozilla:0.8:*:*:*:*:*:*::
cpe:2.3:a:mozilla:mozilla:0.9.2:**:***:*:*:
cpe:2.3:a:mozilla:mozilla:0.9.2.1 "™
cpe:2.3:a:mozilla:mozilla:0.9.3:**:***:*:*:
cpe:2.3:a:mozilla:mozilla:0.9.35:* " :™:
cpe:2.3:a:mozilla:mozilla:0.9.4:**:***:*:*:
cpe:2.3:a:xmozilla:mozilla:0.9.4.1 % "
cpe:2.3:a:mozilla:mozilla:0.9.48:*:**:**:*:*:
cpe:2.3:a:xmozilla:mozilla:0.9.5:*:*:***:*:*:
cpe:2.3:a:xmozilla:mozilla:0.9.6:*:*:*:*:*:*:*:
cpe:2.3:a:xmozilla:mozilla:0.9.7:%:*: """
cpe:2.3:a:mozilla:mozilla:0.9.8:*:*:*:*:*:*:*:

cpe:2.3:a:mozilla:mozilla:0.9.9:*:*: " *:*:

cpe:2.3:a:xmozilla:mozilla: 1.0

cpe:2.3:a:xmozilla:mozilla:1.0. 1% %"

cpe:2.3:a:mozilla:mozilla:1.0.2:*:*:*:**:":*:

cpe:2.3:a:xmozilla:mozilla: 1.1

akakkokakuk.

cpe:2.3:a:mozilla:mozilla:1.1:alpha:*:*:*:*:*:*:

dkukakakakak.

cpe:2.3:a:mozilla:zmozilla:1.1:beta:*:*:*:*:*:*:

dkkakokakakuk.

cpe:2.3:a:mozilla:mozilla:1.2:*:*:*:**

KRk okakuk.

cpe:2.3:a:mozilla:mozilla:1.2:alpha:*:*:*:*:*:*:
cpe:2.3:a:mozilla:mozilla:1.2:beta:*:*:*:*:*:*:

cpe:2.3:a:mozilla:mozilla:1.2.1:* % *: "

coe:2.3:a:mozilla:mozilla:1.3:*:*:*: %% *:



cpe:2.3:a:mozilla:mozilla:1.3.1:*:*** % *:

dkuk kR kR k.

cpe:2.3:a:mozilla:mozilla:1.4:

KKk oKk k.

cpe:2.3:a:mozilla:mozilla:1.4:alpha:*:*:*:*:*:*:
cpe:2.3:a:mozilla:mozilla:1.4:beta:*:***:*:*:
cpe:2.3:a:mozilla:mozilla:1.4. 1
cpe:2.3:a:mozilla:mozilla:1.4.2:* > "
cpe:2.3:a:mozilla:mozilla:1.4.4:* > "
cpe:2.3:a:mozilla:mozilla:1.5:*:***: %
cpe:2.3:a:mozilla:mozilla:1.5.1 % %

cpe:2.3:a:mozilla:mozilla:1.6:*:*:*:*:**:*:

cpe:2.3:a:xmozilla:mozilla:1. 7"

cpe:2.3:a:mozilla:mozilla:1.7.2:*:*: """

cpe:2.3:a:mozilla:mozilla:1.7.3:*:* 7 %"

cpe:2.3:a:mozilla:mozilla:1.7.4::****: "

cpe:2.3:a:mozilla:mozilla:1.7.5:*:* """

cpe:2.3:a:mozilla:mozilla:1.7.6:*:*: """

cpe:2.3:a:mozilla:mozilla:1.7.7:*:****: "

cpe:2.3:a:mozilla:mozilla:1.7.8:*:*:***:*:*:

cpe:2.3:a:mozilla:mozilla:1.7.9: "



cpe:2.3:a:mozilla:mozilla:1.8:alphat:*:*:*:**:*:

cpe:2.3:a:mozilla:mozilla:1.8:alpha3:*:*:*:*:*:*:

cpe:2.3:a:mozilla:mozilla:1.8:alphad:*:*:*:*:*:*:

cpe:2.3:a:mozilla:mozilla:m15:**:****:*:

cpe:2.3:a:mozilla:mozilla:m16:*:*:***:*:*:

No vendor comments have been submitted for this CVE
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