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CVE-2005-4697

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACUAUNCRIINAN Certain versions of Windows Xp from Microsoft contain the following
vulnerability:

The Microsoft Wireless Zero Configuration system (WZCS) allows local
users to access WEP keys and pair-wise Master Keys (PMK) of the
WPA pre-shared key via certain calls to the WZCQuerylInterface API
function in wzcsapi.dll.

CVE-2005-4697 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: f2ii=Low

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References
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404 Not Found ) MISC
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article_id=62
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IBM X-Force Exchange

exchange.xforce.ibmcloud.com € XF win-xp-wzcs-information-
disclosure(22524)

(@ BUGTRAQ 20051004 Advisory:
WZCS vulnerabilities

Not Archived

Vendor Advisory
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

Secunia - Advisories - Microsoft Windows XP Wireless Zero
Configuration Wireless Profile Disclosure

{ SECUNIA 17064

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Microsoft Windows Xp All gold professional All
System

Operating Microsoft Windows Xp All sp2 home All
System

Operating Microsoft Windows Xp All sp2 media_center All
System

Operating Microsoft Windows Xp All sp2 tablet_pc All
System

Operating Microsoft Windows Xp All gold professional All
System

Operating Microsoft Windows Xp All sp2 home All
System

Operating Microsoft Windows Xp All sp2 media_center All
System

Operating Microsoft Windows Xp All sp2 tablet_pc All
System
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No vendor comments have been submitted for this CVE
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