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CVE CVE-2005-4708
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-12-31 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Adobe Macromedia MX 2004 products, Captivate, Contribute 2, Contribute 3, and eLicensing client install the Macromedia

/ |

Risk And Classification

Primary CVSS: v2.0 7.2 from nvd@nist.gov
AV:L/AC:L/Au:N/C:C/I:.C/A:C

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

Complete

ntegrity

Complete

\vailability

Complete

AV:L/AC:L/Au:N/C:C/I:C/A:C

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Adobe Captivate All All All All


https://cve.report/
https://cve.report/CVE-2005-4708/mitre
https://cve.report/CVE-2005-4708/nist
https://cve.report/CVE-2005-4708/cve_org
https://cve.report/api/cve/CVE-2005-4708.json
https://cve.report/CVE-2005-4708.pdf
http://cve.report/vendor/adobe
http://cve.report/software/adobe/captivate

Application Adobe Contribute 2 All All
Application Adobe Contribute 3 All All
Application Adobe Director All All All
Application Adobe Dreamweaver 9.0 All All
Application Adobe Elicensing All All All
Application Adobe Fireworks 9.0 All All
Application Adobe Flash Player All All All
Application Adobe Flash Player All All pro
Application Adobe Freehand mx All All
Application Adobe Studio mx All All

Vendor Declared Affected Products

All

All

All

All

All

All

All

All

All

All

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference

404 Not Found

Macromedia FreeHand eLicensing Function Lets Local Users Gain Elevated Privileges - SecurityTracker
Macromedia eLicensing Client Activation Code Local Privilege Escalation Vulnerability

Macromedia - MPSB05-04 : Potential Security Risk with Macromedia eLicensing Client Activation Code
Macromedia Contribute eLicensing Function Lets Local Users Gain Elevated Privileges - SecurityTracker
Macromedia Fireworks eLicensing Function Lets Local Users Gain Elevated Privileges - SecurityTracker
US-CERT Vulnerability Note VU#953860

Macromedia Studio eLicensing Function Lets Local Users Gain Elevated Privileges - SecurityTracker
Macromedia Contribute eLicensing Function Lets Local Users Gain Elevated Privileges - Security Tracker
SecurityFocus

Macromedia Dreamweaver eLicensing Function Lets Local Users Gain Elevated Privileges - SecurityTracker
Macromedia Flash eLicensing Function Lets Local Users Gain Elevated Privileges - SecurityTracker
Webmail- OVH

Secunia - Advisories - Macromedia Products Privilege Escalation Vulnerability

Macromedia Director eLicensing Function Lets Local Users Gain Elevated Privileges - SecurityTracker
Macromedia Captivate eLicensing Function Lets Local Users Gain Elevated Privileges - SecurityTracker
www.osvdb.org/17248
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http://cve.report/vendor/adobe
http://cve.report/software/adobe/contribute
http://cve.report/vendor/adobe
http://cve.report/software/adobe/contribute
http://cve.report/vendor/adobe
http://cve.report/software/adobe/director
http://cve.report/vendor/adobe
http://cve.report/software/adobe/dreamweaver
http://cve.report/vendor/adobe
http://cve.report/software/adobe/elicensing
http://cve.report/vendor/adobe
http://cve.report/software/adobe/fireworks
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/flash_player
http://cve.report/vendor/adobe
http://cve.report/software/adobe/freehand
http://cve.report/vendor/adobe
http://cve.report/software/adobe/studio
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.cs.princeton.edu/~sudhakar/papers/winval.pdf
http://securitytracker.com/id?1014166
http://www.securityfocus.com/bid/13925
http://www.macromedia.com/devnet/security/security_zone/mpsb05-04.html
http://securitytracker.com/id?1014164
http://securitytracker.com/id?1014162
http://www.kb.cert.org/vuls/id/953860
http://securitytracker.com/id?1014160
http://securitytracker.com/id?1014158
http://www.securityfocus.com/archive/1/423587/100/0/threaded
http://securitytracker.com/id?1014159
http://securitytracker.com/id?1014161
http://www.vupen.com/english/advisories/2005/0723
http://secunia.com/advisories/15654
http://securitytracker.com/id?1014163
http://securitytracker.com/id?1014165
http://www.osvdb.org/17248
https://www.cve.org/CVERecord?id=CVE-2005-4708
https://nvd.nist.gov/vuln/detail/CVE-2005-4708

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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