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CVE-2005-4753

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCAPAN Certain versions of Weblogic Server from Bea contain the following
vulnerability:

BEA WebLogic Server and WebLogic Express 8.1 SP4 and earlier,
and 7.0 SP6 and earlier, in certain "heavy usage" scenarios, report
incorrect severity levels for an audit event, which might allow attackers
to perform unauthorized actions and avoid detection.

CVE-2005-4753 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

BEA WebLogic Server and WebLogic Express Multiple Vulnerabilities Third Party Advisory (%) BID 15052
VDB Entry
cve.report (archive)
text/html

Audit events may be posted with incorrect severity. O BEA BEA05-89.00
Vendor Advisory
dev2dev.bea.com

text/html

Secunia - Advisories - BEA WebLogic 24 Vulnerabilities and Security Issues Third Party Advisory Y SECUNIA 17138

web.archive.org

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

ArA mAara Annranviata far vanir mnmmana OV Cvanavt Aann nat mannnnnvibs andavana tha viamn Aaviavanaad  Ar annaniv ith Hha fanta neanantad An thana aitan Covthare


https://cve.report/
https://cve.report/CVE-2005-4753/mitre
https://cve.report/CVE-2005-4753/nist
https://cve.report/CVE-2005-4753/cve_org
https://cve.report/CVE-2005-4753.pdf
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://cve.report/bid/15052
http://dev2dev.bea.com/pub/advisory/143
https://web.archive.org/web/2005/http://secunia.com/advisories/17138

alg 1vIC appiupliale Ul yuul PUlpuUSe. U VEICPUIL UUED 1IUL 11ELEDDAllly SHUUIDE LT VISWD TAPITODCU, Ul LUTILUL WILH LT 14dULd PIEDCIHILEU Ul LEDE JIEDS. Tuluicet,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Bea Weblogic Server 7.0 All All All
Application Bea Weblogic Server 7.0 All express All
Application Bea Weblogic Server 7.0 sp1 All All
Application Bea Weblogic Server 7.0 spi express All
Application Bea Weblogic Server 7.0 sp2 All All
Application Bea Weblogic Server 7.0 sp2 express All
Application Bea Weblogic Server 7.0 sp3 All All
Application Bea Weblogic Server 7.0 sp3 express All
Application Bea Weblogic Server 7.0 sp4 All All
Application Bea Weblogic Server 7.0 sp4 express All
Application Bea Weblogic Server 7.0 sp5 All All
Application Bea Weblogic Server 7.0 sp5 express All
Application Bea Weblogic Server 7.0 sp6 All All
Application Bea Weblogic Server 7.0 sp6 express All
Application Bea Weblogic Server 8.1 All All All
Application Bea Weblogic Server 8.1 All express All
Application Bea Weblogic Server 8.1 spi All All
Application Bea Weblogic Server 8.1 sp1i express All
Application Bea Weblogic Server 8.1 sp2 All All
Application Bea Weblogic Server 8.1 sp2 express All
Application Bea Weblogic Server 8.1 sp3 All All
Application Bea Weblogic Server 8.1 sp3 express All
Application Bea Weblogic Server 8.1 sp4 All All
Application Bea Weblogic Server 8.1 sp4 express All
Application Bea Weblogic Server 7.0 All All All
Application Bea Weblogic Server 7.0 All express All
Application Bea Weblogic Server 7.0 sp1l All All
Application Bea Weblogic Server 7.0 sp1 express All

Application Bea Weblogic Server 7.0 sp2 All All
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aKLk kLK LK LKLk,

ARk LKLk Lk Lk,

cpe:2.3:a:bea:weblogic_server:7.0:sp3:*:*:*:*:*::

cpe:2.3:a:bea:weblogic_server:7.0:sp3:express

cpe:2.3:a:bea:weblogic_server:7.0:sp5:express

kKK kKK,
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Skukakukok.

cpe:2.3:a:bea:weblogic_server:7.0:sp6:express:*:*:*:*:*:

Kk kKK kLK,

cpe:2.3:a:bea:weblogic_server:8.1:*:*:**:**:*:

SRk kKR k.

cpe:2.3:a:bea:weblogic_server:8.1:sp2:*:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:8.1:sp2:express:*:*:*:*:*:

SRk kKR k.

cpe:2.3:a:bea:weblogic_server:8.1:sp3:*:*:**:*:*:

dkakakakak.

cpe:2.3:a:bea:weblogic_server:8.1:sp3:express:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:bea:weblogic_server:8.1:sp4:express:*:*:*:*:*:

KKk kKKK,

cpe:2.3:a:bea:weblogic_server:7.0:":*:* "%

kKKK LKk,

cpe:2.3:a:bea:weblogic_server:7.0:sp5:™:*:*:*:*::

I

cpe:2.3:a:bea:weblogic_server:7.0:sp5:express:*:*:*:*:*:

kKKK LKLk,

cpe:2.3:a:bea:weblogic_server:7.0:sp6:*:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:8.1:*:*: """

SRk kKK,

cpe:2.3:a:bea:weblogic_server:8.1:*:express:*:*:*:*:*:

Rk kKKK,

cpe:2.3:a:bea:weblogic_server:8.1:sp1:*:**:*:*:*:

Skkukukok.

cpe:2.3:a:bea:weblogic_server:8.1:sp1:express:*:*:*:*:*:



cpe:2.3:a:bea:weblogic_server:8.1:sp2:*:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:8.1:sp2:express:*:*:*:*:*:

cpe:2.3:a:bea:weblogic_server:8.1:spd:express:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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