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Certain versions of Suse Linux from Novell contain the following
vulnerability:

Multiple untrusted search path vulnerabilities in SUSE Linux 9.3 and
10.0, and possibly other distributions, cause the working directory to be
added to LD_LIBRARY_PATH, which might allow local users to
execute arbitrary code via (1) beagle, (2) tomboy, or (3) blam. NOTE: in
August 2007, the tomboy vector was reported for other distributions.
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CVE References

Description Tags Link

Support / Security / Advisories / / MDVSA-2008:064 | Mandriva www.mandriva.com

text/html

 MANDRIVA MDVSA-2008:064

[SECURITY] Fedora 7 Update: blam-1.8.3-9.fc7 www.redhat.com

text/html

 FEDORA FEDORA-2007-3792

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF tomboy-ldlibrarypath-
privilege-escalation(36054)

362941 – CVE-2005-4790 tomboy includes CWD in
LD_LIBRARY_PATH [F7]

bugzilla.redhat.com

text/html

 CONFIRM
bugzilla.redhat.com/show_bug.cgi?
id=362941

Bug 485224 – [PATCH] Insecure LD_LIBRARY_PATH Privilege
Escalation

bugzilla.gnome.org

text/html

 CONFIRM
bugzilla.gnome.org/show_bug.cgi?
id=485224

CVE-2005-4790 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/CVE-2005-4790/mitre
https://cve.report/CVE-2005-4790/nist
https://cve.report/CVE-2005-4790/cve_org
https://cve.report/CVE-2005-4790.pdf
http://cve.report/software/novell/suse_linux
http://cve.report/vendor/novell
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.mandriva.com/security/advisories?name=MDVSA-2008:064
https://www.redhat.com/archives/fedora-package-announce/2007-November/msg00913.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/36054
https://bugzilla.redhat.com/show_bug.cgi?id=362941
https://bugzilla.gnome.org/show_bug.cgi?id=485224


id=485224

No Description Provided osvdb.org

Inactive Link Not Archived

 OSVDB 39577

Ubuntu update for tomboy - Advisories - Secunia Vendor Advisory

web.archive.org

text/html

 SECUNIA 28339

USN-560-1: Tomboy vulnerability | Ubuntu security notices usn.ubuntu.com

text/html

 UBUNTU USN-560-1

Gentoo Linux Documentation -- Tomboy: User-assisted execution of
arbitrary code

security.gentoo.org

text/html

 GENTOO GLSA-200711-12

Fedora update for tomboy - Advisories - Secunia Vendor Advisory

web.archive.org

text/html

 SECUNIA 27621

Security Announcement Vendor Advisory

web.archive.org

text/html

Inactive Link Not Archived

 SUSE SUSE-SR:2005:022

Tomboy LD_LIBRARY_PATH Environment Variable Local Privilege
Escalation Vulnerability

cve.report (archive)

text/html

 BID 25341

Fedora update for blam - Advisories - Secunia Vendor Advisory

web.archive.org

text/html

 SECUNIA 27799

[SECURITY] Fedora 7 Update: tomboy-0.6.1-2.fc7 www.redhat.com

text/html

 FEDORA FEDORA-2007-3011

Gentoo update for tomboy - Advisories - Secunia Vendor Advisory

web.archive.org

text/html

 SECUNIA 27608

Tomboy Insecure LD_LIBRARY_PATH Privilege Escalation -
Advisories - Secunia

Vendor Advisory

web.archive.org

text/html

 SECUNIA 26480

Gentoo Linux Documentation -- Blam: User-assisted execution of
arbitrary code

security.gentoo.org

text/html

 GENTOO GLSA-200801-14

Gentoo Bug 189249 - app-misc/tomboy < 0.8.1-r1 Insecure
LD_LIBRARY_PATH Privilege Escalation (CVE-2005-4790)

bugs.gentoo.org

text/html

 CONFIRM
bugs.gentoo.org/show_bug.cgi?
id=189249

No Description Provided osvdb.org

Inactive Link Not Archived

 OSVDB 39578

Gentoo Bug 199841 - net-news/blam < 1.8.4 CWD in
LD_LIBRARY_PATH (CVE-2005-4790)

bugs.gentoo.org

text/html

 CONFIRM
bugs.gentoo.org/show_bug.cgi?
id=199841

188806 – app-misc/tomboy set dangerous LD_LIBRARY_PATH on
start

bugs.gentoo.org

text/html

 MISC
bugs.gentoo.org/show_bug.cgi?
id=188806

Gentoo update for blam - Secunia.com Vendor Advisory

web.archive.org

text/html

 SECUNIA 28672

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
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are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Operating
System

Novell Suse Linux 10.0 All All All

Operating
System

Novell Suse Linux 10.0 All All All

Operating
System

Suse Suse Linux 9.3 All All All

Operating
System

Suse Suse Linux 9.3 All All All

No vendor comments have been submitted for this CVE
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