VE-2 -47
Published on: 12/31/2005 05:00:00 AM UTC
Last Modified on: 03/23/2021 11:27:20 PM UTC

CVE-2005-4798

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCENAP Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

Buffer overflow in NFS readlink handling in the Linux Kernel 2.4 up to
2.4.31 allows remote NFS servers to cause a denial of service (crash)
via a long symlink, which is not properly handled in (1) nfs2xdr.c or (2)
nfs3xdr.c and causes a crash in the NFS client.

CVE-2005-4798 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Debian -- Security Information -- (© DEBIAN DSA-1183
DSA-1183-1 kernel-source-2.4.27
text/html

Debian update for kernel-source- ){ SECUNIA 22093
2.6.8 - Advisories - Secunia

Repository / Oval Repository () OVAL oval:org.mitre.oval:def:11536

A CONFIRM www.kernel.org/git/?p=linux/kernel/git/marcelo/linux-
2.4.git;a=commitdiff;h=87e03738fc15dc3eadacde3a5dcb5{84b6b6152b

Not Archived

www.kernel.org

A CONFIRM www.kernel.org/git/?p=linux/kernel/git/marcelo/linux-
2.4.git;a=commit;h=87e03738fc15dc3ea4acde3a5dcb5{84b6b6152b

Not Archived


https://cve.report/
https://cve.report/CVE-2005-4798/mitre
https://cve.report/CVE-2005-4798/nist
https://cve.report/CVE-2005-4798/cve_org
https://cve.report/CVE-2005-4798.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.debian.org/security/2006/dsa-1183
https://web.archive.org/web/2005/http://secunia.com/advisories/22093
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11536
http://www.kernel.org/git/?p=linux/kernel/git/marcelo/linux-2.4.git;a=commitdiff;h=87e03738fc15dc3ea4acde3a5dcb5f84b6b6152b
http://www.kernel.org/git/?p=linux/kernel/git/marcelo/linux-2.4.git;a=commit;h=87e03738fc15dc3ea4acde3a5dcb5f84b6b6152b

Security Announcement ot SUSE SUSE-SA:2006:028
Debian -- Security Information -- (© DEBIAN DSA-1184
DSA-1184-2 kernel-source-2.6.8

Debian update for kernel-source- Y SECUNIA 22082

2.4.27 - Secunia.com

Linux-Kernel Archive: [PATCH] nfs () MLIST [linux-kernel] 20050912 [PATCH] nfs client, kernel 2.4.31:
client, kernel 2.4.31: readlink result readlink result overflow
overflow

SUSE update for kernel - Advisories - Y{ SECUNIA 20398

Secunia

Linux Kernel NFS ReadLink Remote (D) BID 20186

Denial of Service Vulnerability

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 24.0 All All All
System

Operating Linux Linux Kernel 2.4.0 testi All All
System

Operating Linux Linux Kernel 2.4.0 test10 All All
System

Operating Linux Linux Kernel 2.4.0 test11 All All
System

Operating Linux Linux Kernel 2.4.0 test12 All All
System

Operating Linux Linux Kernel 2.4.0 test2 All All
System

Operating Linux Linux Kernel 2.4.0 test3 All All
System

Operating Linux Linux Kernel 2.4.0 test4 All All
System

Operating Linux Linux Kernel 2.4.0 tests All All
System

Operating Linux Linux Kernel 2.4.0 test6 All All
System

Operating Linux Linux Kernel 2.4.0 test7 All All


https://web.archive.org/web/2005/http://www.novell.com/linux/security/advisories/2006-05-31.html
http://www.debian.org/security/2006/dsa-1184
https://web.archive.org/web/2005/http://secunia.com/advisories/22082
https://cve.report/CVE-2005-4798/eb98ab55
https://web.archive.org/web/2005/http://secunia.com/advisories/20398
http://cve.report/bid/20186
mailto:%20comment@cve.report
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/software/linux/linux_kernel
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cpe:2.3:0:linux:linux_kernel:2.4.0::*: """

kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test3:*:*:*:*:*:*:

kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test4:*:*:*:*:*:*:

KKk kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test6:*:*:*:*:*:*:
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kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test7:*:*:*:*:*:*:

Rk kKR k.

cpe:2.3:0:linux:linux_kernel:2.4.0:test8:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.1

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.10: "

Kk kR kK.

cpe:2.3:0:linux:linux_kernel:2.4.11:pre3:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.12:**:* " *:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.13:*:* """

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.14:* %" *:**:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.15:* % %%

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.16:*:*:* """

akakkakakuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre9:*:*:*:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.19:* """

akakkakakuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pret:*:*:*:*:*:*:

KRk okukuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre3:*:*:*:*:*:*:

akakkokukuk.

cpe:2.3:0:linux:linux kernel:2.4.19:pred:*:*:*:*:*:*:



KRk akLkuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre5:*:*:*:*:*:*:

KKk akukuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.2:*:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.20:* "

KKk Kk kLK,

cpe:2.3:0:linux:linux_kernel:2.4.21:* "

KKk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pret:*:*:*:*:*:*:

Kk koK Rk,

cpe:2.3:0:linux:linux_kernel:2.4.21:pred:*:*:*:*:*:*:

Kk koK ak ok,

cpe:2.3:0:linux:linux_kernel:2.4.21:pre7:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.22:*:*:***:**:

akakkakakk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pre3:*:*:*:*:*:*:

akakkakakuk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pred:*:*:*:*:*:*:

akakukakakk.

cpe:2.3:0:linux:linux_kernel:2.4.27:pre5:*:*:*:*:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.29:*:*:**:**:*:

Skkakkakak.

cpe:2.3:0:linux:linux_kernel:2.4.29:rc1:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.3:*:*** % *:



Lkakakakkak.

cpe:2.3:0:linux:linux_kernel:2.4.30:rc2:*:*:*:*:*:*:

Lkkakakkuk.

cpe:2.3:0:linux:linux_kernel:2.4.30:rc3: " "™

cpe:2.3:0:linux:linux_kernel:2.4.0:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test1:*: "

Rk kR akak.

cpe:2.3:0:linux:linux_kernel:2.4.0:test10:*:*:*:*:*:*:

R

cpe:2.3:0:linux:linux_kernel:2.4.0:test11:

SRk ok kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test2:*:*:*:*:*:*:

SRk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test3:*:*:*:*:*:*:

Ak kLKL LK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.14:* ="

ARk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.15:* "%

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.17:* "

Ak kKK LKLk Lk,

cpe:2.3:0:linux:linux_kernel:2.4.18:*: """

dkak kKK,

cpe:2.3:0:linux:linux_kernel:2.4.18:*:x86:*:*:*:*:*:

AnnD eaclinniveliniiv barnal:D A 4 Q inrAd Fokakckakax,



Kk kR ukuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre3:*:*:*:*:*:*:

Kakuk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pred:*:*:*:*:*:*:

KRk ok akuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre5:*:*:*:*:*:*:

Kk kR ok uk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre7:*:*:*:*:*:*:

Kk koK Rk,

cpe:2.3:0:linux:linux_kernel:2.4.18:pre8:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.19:**:* "™

Kk kKR ak.

cpe:2.3:0:linux:linux_kernel:2.4.19:pret:*:*:*:*:*:*:

Kk ok akak k.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre2:*:*:*:*:*:*:

Skkakakakak.

cpe:2.3:0:linux:linux_kernel:2.4.22:pre10:*:*:*:*:*:*:

ARk LKLk LK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.23:*:*:* """

akLkLk kR ok k,

cpe:2.3:0:linux:linux_kernel:2.4.23_ow2:*:*:*:*:*:*:*:

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.24:* x>

AkakLk kR Rk,

cpe:2.3:0:linux:linux_kernel:2.4.24_ow1:*:*:



Ak kK kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.25:****:*

Kk ok ok kKK,

cpe:2.3:0:linux:linux_kernel:2.4.26:*:*:*:*:**:*:

cpe:2.3:0:linux:linux_kernel:2.4.27:pret :*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.27:pre2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.27:pre3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.27:pred:*:*:*:*:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.28:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.4.29:*:*:***:*:*:
cpe:2.3:0:linux:linux_kernel:2.4.29:rc1 %%

cpe:2.3:0:linux:linux_kernel:2.4.29:rc2:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.3:*:*: % *:%:*:

No vendor comments have been submitted for this CVE
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