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Summary

CVE CVE-2005-4815

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-12-31 05:00:00 UTC

Updated 2018-10-19 15:41:00 UTC

Description SAP 6.4 before 6.40 patch 4, 6.2 before 6.20 patch 1364, 4.6 before 4.6D patch 1767, 45 before 45B patch 913, 40 before 40B patch 1008, and 31 before 31I patch 735 do not properly restrict process execution by lnaxdm/sapsys, which allows remote attackers to execute arbitrary code via a certain UDP packet that ends with the name of a local executable file, aka the "FX SAP R/3 gwrd vuln."

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Sap Sap R 3 31_before_31i_patch_735 All All All

Application Sap Sap R 3 4.6_before_patch_1767 All All All

Application Sap Sap R 3 40_before_patch_1008 All All All

Application Sap Sap R 3 45_before_patch_913 All All All

Application Sap Sap R 3 6.2_before_patch_1364 All All All

Application Sap Sap R 3 6.4_before_patch_4 All All All

Application Sap Sap R 3 31_before_31i_patch_735 All All All

Application Sap Sap R 3 4.6_before_patch_1767 All All All

Application Sap Sap R 3 40_before_patch_1008 All All All

Application Sap Sap R 3 45_before_patch_913 All All All

Application Sap Sap R 3 6.2_before_patch_1364 All All All

Application Sap Sap R 3 6.4_before_patch_4 All All All
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Re: [Darklab] SAP security/auditing MLIST lists.virus.org

https://cve.report/
https://cve.report/CVE-2005-4815/mitre
https://cve.report/CVE-2005-4815/nist
https://cve.report/CVE-2005-4815/cve_org
https://cve.report/api/cve/CVE-2005-4815.json
https://cve.report/CVE-2005-4815.pdf
http://cve.report/vendor/sap
http://cve.report/software/sap/sap_r_3
http://cve.report/vendor/sap
http://cve.report/software/sap/sap_r_3
http://cve.report/vendor/sap
http://cve.report/software/sap/sap_r_3
http://cve.report/vendor/sap
http://cve.report/software/sap/sap_r_3
http://cve.report/vendor/sap
http://cve.report/software/sap/sap_r_3
http://cve.report/vendor/sap
http://cve.report/software/sap/sap_r_3
http://cve.report/vendor/sap
http://cve.report/software/sap/sap_r_3
http://cve.report/vendor/sap
http://cve.report/software/sap/sap_r_3
http://cve.report/vendor/sap
http://cve.report/software/sap/sap_r_3
http://cve.report/vendor/sap
http://cve.report/software/sap/sap_r_3
http://cve.report/vendor/sap
http://cve.report/software/sap/sap_r_3
http://cve.report/vendor/sap
http://cve.report/software/sap/sap_r_3
http://lists.darklab.org/pipermail/darklab/2006-January/000209.html
http://lists.virus.org/darklab-0509/msg00017.html


Re: [Darklab] SAP security/auditing MLIST lists.virus.org

Re: [Darklab] SAP security/auditing MLIST lists.virus.org

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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