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Buffer overflow in mod_radius in ProFTPD before 1.3.0rc2 allows remote attackers to cause a denial of service (crash) and
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Vendor Product Version Update Edition Language
Proftpd Project Proftpd 1.2 All All All
Proftpd Project Proftpd 1.2.0_rc1 All All All
Proftpd Project Proftpd 1.2.0_rc2 All All All
Proftpd Project Proftpd 1.2.0_rc8 All All All
Proftpd Project Proftpd 1.21 All All All
Proftpd Project Proftpd 1.2.10 All All All
Proftpd Project Proftpd 1.2.2 All All All
Proftpd Project Proftpd 1.2.2_rcl All All All
Proftpd Project Proftpd 1.2.2_rc3 All All All
Proftpd Project Proftpd 1.2.3 All All All
Proftpd Project Proftpd 1.2.4 All All All
Proftpd Project Proftpd 1.25 All All All
Proftpd Project Proftpd 1.2.5_rcl All All All
Proftpd Project Proftpd 1.2.6 All All All
Proftpd Project Proftpd 1.2.7 All All All
Proftpd Project Proftpd 1.2.7_rcl All All All
Proftpd Project Proftpd 1.2.7 rc2 All All All
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Application Proftpd Project Proftpd 1.2.7_rcl All All All
Application Proftpd Project Proftpd 1.2.7_rc2 All All All
Application Proftpd Project Proftpd 1.2.7_rc3 All All All
Application Proftpd Project Proftpd 1.2.8 All All All
Application Proftpd Project Proftpd 1.2.8_rcl All All All
Application Proftpd Project Proftpd 1.2.8_rc2 All All All
Application Proftpd Project Proftpd 1.2.9 All All All
Application Proftpd Project Proftpd 1.2.9 _rci All All All
Application Proftpd Project Proftpd 1.2.9_rc2 All All All
Application Proftpd Project Proftpd 1.2.9 rc3 All All All
Application Proftpd Project Proftpd 1.2_pref All All All
Application Proftpd Project Proftpd 1.2_prel0 All All All
Application Proftpd Project Proftpd 1.2_preli All All All
Application Proftpd Project Proftpd 1.2_pre2 All All All
Application Proftpd Project Proftpd 1.2_pre3 All All All
Application Proftpd Project Proftpd 1.2_pred All All All
Application Proftpd Project Proftpd 1.2_preb All All All
Application Proftpd Project Proftpd 1.2_pre6 All All All
Application Proftpd Project Proftpd 1.2_pre7 All All All
Application Proftpd Project Proftpd 1.2_pre8 All All All
Application Proftpd Project Proftpd 1.2_pre9 All All All
Application Proftpd Project Proftpd 1.3.0_rc1 All All All
Reference Source Link Tags
23063 OSVDB www.osvdb.org

ProFTPD Mod_Radius Buffer Overflow Vulnerability BID www.securityfocus.com Patch
Debian -- Security Information -- DSA-1245-1 proftpd DEBIAN www.debian.org

[Dailydave] 20060207 ProFTPD bug MLIST archives.neohapsis.com

Bug 2658 — Segfault in mod_radius when using long password CONFIRM bugs.proftpd.org

CVE Program record CVE.ORG WWW.Cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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