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Summary

CVE CVE-2005-4837

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-12-31 05:00:00 UTC

Updated 2017-10-11 01:30:00 UTC

Description snmp_api.c in snmpd in Net-SNMP 5.2.x before 5.2.2, 5.1.x before 5.1.3, and 5.0.x before 5.0.10.2, when running in master agentx mode, allows remote attackers to cause a denial of service (crash) by causing a particular TCP disconnect, which triggers a free of an incorrect variable, a different vulnerability than CVE-2005-2177.

Risk And Classification

Problem Types: CWE-16 | CWE-189

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Net-snmp Net-snmp 5.0 All All All

Application Net-snmp Net-snmp 5.0.1 All All All

Application Net-snmp Net-snmp 5.0.10 All All All

Application Net-snmp Net-snmp 5.0.2 All All All

Application Net-snmp Net-snmp 5.0.3 All All All

Application Net-snmp Net-snmp 5.0.4_pre2 All All All

Application Net-snmp Net-snmp 5.0.5 All All All

Application Net-snmp Net-snmp 5.0.6 All All All

Application Net-snmp Net-snmp 5.0.7 All All All

Application Net-snmp Net-snmp 5.0.8 All All All

Application Net-snmp Net-snmp 5.0.9 All All All

Application Net-snmp Net-snmp 5.0 All All All

Application Net-snmp Net-snmp 5.0.1 All All All

Application Net-snmp Net-snmp 5.0.10 All All All

Application Net-snmp Net-snmp 5.0.2 All All All

Application Net-snmp Net-snmp 5.0.3 All All All

Application Net-snmp Net-snmp 5.0.4_pre2 All All All
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Application Net-snmp Net-snmp 5.0.4_pre2 All All All

Application Net-snmp Net-snmp 5.0.5 All All All

Application Net-snmp Net-snmp 5.0.6 All All All

Application Net-snmp Net-snmp 5.0.7 All All All

Application Net-snmp Net-snmp 5.0.8 All All All

Application Net-snmp Net-snmp 5.0.9 All All All

Application Sourceforge Net-snmp All All All All

Application Sourceforge Net-snmp All All All All

Application Sourceforge Net-snmp All All All All

References

Reference Source Link Tags

USN-456-1: net-snmp vulnerability | Ubuntu UBUNTU www.ubuntu.com

net-snmp / Bugs / #1370 snmpd crash on tcp disconnect [CVE-2005-4837] CONFIRM sourceforge.net Exploit

issues.rpath.com/browse/RPL-1334 CONFIRM issues.rpath.com

Sun Solaris snmpd AgentX Subagent Request Processing Vulnerability - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Net-SNMP TCP Disconnect Remote Denial Of Service Vulnerability BID www.securityfocus.com

Ubuntu update for net-snmp - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

rPath update for net-snmp and net-snmp-utils - Advisories - Secunia SECUNIA secunia.com Vendor Advisory

Repository / Oval Repository OVAL oval.cisecurity.org

102929 SUNALERT sunsolve.sun.com

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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