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Summary

CVE CVE-2005-4857

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2005-12-31 05:00:00 UTC

Updated 2025-04-03 01:03:51 UTC

Description eZ publish 3.5 before 3.5.7, 3.6 before 3.6.5, 3.7 before 3.7.3, and 3.8 before 20051128 allows remote authenticated users to cause a denial of service (Apache httpd segmentation fault) via a request to content/advancedsearch.php with an empty SearchContentClassID parameter, reportedly related to a "memory addressing error".

Risk And Classification

Primary CVSS: v2.0 4 from nvd@nist.gov

AV:N/AC:L/Au:S/C:N/I:N/A:P

Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:S/C:N/I:N/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ez Ez Publish 3.5.0 All All All

Application Ez Ez Publish 3.5.1 All All All

Access Vector

Network

Access Complexity

Low

Authentication

Single

Confidentiality

None

Integrity

None

Availability

Partial
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Application Ez Ez Publish 3.5.1 All All All

Application Ez Ez Publish 3.5.2 All All All

Application Ez Ez Publish 3.5.3 All All All

Application Ez Ez Publish 3.5.4 All All All

Application Ez Ez Publish 3.5.5 All All All

Application Ez Ez Publish 3.5.6 All All All

Application Ez Ez Publish 3.6.0 All All All

Application Ez Ez Publish 3.6.1 All All All

Application Ez Ez Publish 3.6.2 All All All

Application Ez Ez Publish 3.6.3 All All All

Application Ez Ez Publish 3.6.4 All All All

Application Ez Ez Publish 3.7.0 All All All

Application Ez Ez Publish 3.7.1 All All All

Application Ez Ez Publish 3.7.2 All All All

Application Ez Ez Publish All All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

Page not found

eZ Issue Tracker: Issue #007459: Passing empty "SearchContentClassID" input to search page results in Apache segmentation fault - eZ publish Project

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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