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CVE-2005-4867

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNIACMAUNCCICAC Certain versions of Db2 Universal Database from Ibm contain the
’ following vulnerability:

Stack-based buffer overflow in the SATENCRYPT function in IBM DB2
8.1, when Satellite Administration (SATADMIN) is enabled, allows
remote attackers to execute arbitrary code via a long parameter.

CVE-2005-4867 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH
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CVE References

Description Tags Link

Secunia - Advisories - DB2 Universal Database [ Patch | { SECUNIA 12733

Multiple Vulnerabilities
© MISC
www.ngssoftware.com/advisories/db205012005E.txt

IBM X-Force Exchange € XF db2-satadmin-bo(17612)

IBM notice: The page you requested cannot be [ Patch | o2 CONFIRM www-

displayed | www-1.ibm.com | 1.ibm.com/support/docview.wss?uid=swg21181228

Not Archived



https://cve.report/
https://cve.report/CVE-2005-4867/mitre
https://cve.report/CVE-2005-4867/nist
https://cve.report/CVE-2005-4867/cve_org
https://cve.report/CVE-2005-4867.pdf
http://cve.report/software/ibm/db2_universal_database
http://cve.report/vendor/ibm
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2005/http://secunia.com/advisories/12733/
https://cve.report/CVE-2005-4867/70a651ec
https://exchange.xforce.ibmcloud.com/vulnerabilities/17612
http://www-1.ibm.com/support/docview.wss?uid=swg21181228

IBM DB2 Universal Database Satadmin.SatEncrypt
Remote Buffer Overflow Vulnerability

'IBM DB2 SATADMIN.SATENCRYPT buffer overflow
(#NISR05012005E)' - MARC

Search results

text/html

cve.report (archive)
text/html

[ marc.nto)

@ BID 11396

2 BUGTRAQ 20050105 IBM DB2

SATADMIN.SATENCRYPT buffer overflow
(#NISR05012005E)

a2 AIXAPAR 1Y62040

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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linux
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ARk kLK LK,

cpe:2.3:a:ibm:db2_universal_database:7.0:*:hp-ux:*:*:*:*:*:

akkakukk.

cpe:2.3:a:ibm:db2_universal_database:7.0:*:linux:*:*:*:*:*:
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ARk kKK,

cpe:2.3:a:ibm:db2_universal_database:7.1:*:windows:*:*:*:*:*:

Skukakakuk.

cpe:2.3:a:ibm:db2_universal_database:7.2:*:aix:*:*:*:*:*:

KKk Kk,

cpe:2.3:a:ibm:db2_universal_database:7.2:*:hp-ux:*:*:*:*:*:

LRk kR k.

cpe:2.3:a:ibm:db2_universal_database:7.2:*:linux:*:*:*:*:*:

akak kKK,

cpe:2.3:a:ibm:db2_universal_database:7.2:*:windows:*:*:*:*:*:

Skak ok akak.

cpe:2.3:a:ibm:db2_universal_database:8.0:*:aix:*:*:*:*:*:

Kk kKK,

cpe:2.3:a:ibm:db2_universal_database:8.0:*:hp-ux:*:*:*:*:*:

LRk kR ok,

cpe:2.3:a:ibm:db2_universal_database:8.0:*:linux:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:ibm:db2_universal_database:7.1:*:aix:*:*:*:*:*:

Ak kLK LK LK,

cpe:2.3:a:ibm:db2_universal_database:7.1:*:hp-ux:*:*:*:*:*:

dkkakukk.

cpe:2.3:a:ibm:db2_universal_database:7.1:*:linux:*:*:*:*:*:

dkakakkk,

cpe:2.3:a:ibm:db2_universal_database:7.1:*:solaris:*:*:*:*:*:

dkakakukk,

cpe:2.3:a:ibm:db2_universal_database:7.2:*:linux:*:*:*:*:*:



cpe:2.3:a:ibm:db2_universal_database:7.2:*:windows:*:*:*:*:*:

cpe:2.3:a:ibm:db2_universal_database:8.0:*:aix:*:*:*:*:*:

cpe:2.3:a:ibm:db2_universal_database:8.0:*:windows:*:*:*:*:*:

cpe:2.3:a:ibm:db2_universal_database:8.1:*:aix:*:*:*:*:*:

cpe:2.3:a:ibm:db2_universal_database:8.1:*:hp_ux:*:*:*:*:*:

cpe:2.3:a:ibm:db2_universal_database:8.1:*:linux:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
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