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Certain versions of Pcre from Pcre contain the following vulnerability:

Perl-Compatible Regular Expression (PCRE) library before 6.2 does
not properly count the number of named capturing subpatterns, which
allows context-dependent attackers to cause a denial of service (crash)
via a regular expression with a large number of named subpatterns,
which triggers a buffer overflow. NOTE: this issue was originally
subsumed by CVE-2006-7224, but that CVE has been REJECTED

and split.

CVSS2 Score: 4.3 - MEDIUM
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NONE NONE PARTIAL

CVE References

Description Tags Link

PCRE Regex Parsing Multiple Vulnerabilities - Advisories -
Secunia

Vendor Advisory

web.archive.org

text/html

 SECUNIA 27582

SUSE update for pcre - Advisories - Secunia Vendor Advisory

web.archive.org

text/html

 SECUNIA 27773

www.pcre.org

text/plain

 CONFIRM www.pcre.org/changelog.txt

PCRE Regular Expression Library Multiple Integer and Buffer
Overflow Vulnerabilities

cve.report (archive)

text/html

 BID 26462

CVE-2005-4872 has been assigned by  secalert@redhat.com to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2005-4872/mitre
https://cve.report/CVE-2005-4872/nist
https://cve.report/CVE-2005-4872/cve_org
https://cve.report/CVE-2005-4872.pdf
http://cve.report/software/pcre/pcre
http://cve.report/vendor/pcre
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2005/http://secunia.com/advisories/27582
https://web.archive.org/web/2005/http://secunia.com/advisories/27773
https://cve.report/CVE-2005-4872/503ffb4e
http://cve.report/bid/26462


← Previous ID Next ID→

rhn.redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-2007:1052

Support / Security / Advisories / / MDVSA-2008:030 | Mandriva www.mandriva.com

text/html

 MANDRIVA MDVSA-2008:030

[security-announce] SUSE Security Announcement: php4,
php5 (SUSE-SA:2008

lists.opensuse.org

text/html

 SUSE SUSE-SA:2008:004

SUSE update for php4 and php5 - Advisories - Secunia Vendor Advisory

web.archive.org

text/html

 SECUNIA 28658

ASA-2007-493 (RHSA-2007-1052) support.avaya.com

text/html

 CONFIRM
support.avaya.com/elmodocs2/security/ASA-
2007-493.htm

CESA-2007-006 - rev 3 scary.beasts.org

text/html

 MISC scary.beasts.org/security/CESA-
2007-006.html

Avaya Products PCRE Regex Parsing Multiple Vulnerabilities -
Advisories - Secunia

Vendor Advisory

web.archive.org

text/html

 SECUNIA 27869

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:11615

Security Announcement web.archive.org

text/html

Inactive Link Not Archived

 SUSE SUSE-SA:2007:062

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Pcre Pcre All All All All

No vendor comments have been submitted for this CVE
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