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CVE-2005-4889

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACUAUNCCICAC Certain versions of Rpm from Rpm contain the following vulnerability:

lib/fsm.c in RPM before 4.4.3 does not properly reset the metadata of
an executable file during deletion of the file in an RPM package
removal, which might allow local users to gain privileges by creating a
hard link to a vulnerable (1) setuid or (2) setgid file, a related issue to
CVE-2010-2059.

CVE-2005-4889 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.2-HIGH

Access Access Authentication
Vector Complexity
LOW [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact
Description Tags Link
= CONFIRM distrib-

coffee.ipsl.jussieu.fr/pub/mirrors/rpm/files/rpm/rpm-
4.4/rpm-4.4.3.tar.gz

Support / Security / Advisories / / MDVSA-2010:180 | & MANDRIVA MDVSA-2010:180

Mandriva

Bug 598775 — CVE-2010-2059 rpm: fails to drop (2) CONFIRM bugzilla.redhat.com/show_bug.cgi?
SUID/SGID bits on package upgrade [ text/html | id=598775

Bug 125517 — CVE-2005-4889 rpm: Updates leave (2) CONFIRM bugzilla.redhat.com/show_bug.cgi?
hardlinked copies untouched. id=125517

IBM X-Force Exchange € XF rpm-setgid-privilege-escalation(59426)



https://cve.report/
https://cve.report/CVE-2005-4889/mitre
https://cve.report/CVE-2005-4889/nist
https://cve.report/CVE-2005-4889/cve_org
https://cve.report/CVE-2005-4889.pdf
http://cve.report/software/rpm/rpm
http://cve.report/vendor/rpm
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://distrib-coffee.ipsl.jussieu.fr/pub/mirrors/rpm/files/rpm/rpm-4.4/rpm-4.4.3.tar.gz
http://www.mandriva.com/security/advisories?name=MDVSA-2010:180
https://bugzilla.redhat.com/show_bug.cgi?id=598775
https://bugzilla.redhat.com/show_bug.cgi?id=125517
https://exchange.xforce.ibmcloud.com/vulnerabilities/59426

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Rpm Rpm 1.2 All All All
Application Rpm Rpm 1.3 All All All
Application Rpm Rpm 1.3.1 All All All
Application Rpm Rpm 1.4 All All All
Application Rpm Rpm 14.2 All All All
Application Rpm Rpm 1.4.2/a All All All
Application Rpm Rpm 1.4.2Va All All All
Application Rpm Rpm 1.4.3 All All All
Application Rpm Rpm 1.4.4 All All All
Application Rpm Rpm 1.45 All All All
Application Rpm Rpm 1.4.6 All All All
Application Rpm Rpm 1.4.7 All All All
Application Rpm Rpm 2.4.10 All All All
Application Rpm Rpm 2.0 All All All
Application Rpm Rpm 2.0.1 All All All
Application Rpm Rpm 2.0.10 All All All
Application Rpm Rpm 2.0.11 All All All
Application Rpm Rpm 2.0.2 All All All
Application Rpm Rpm 2.0.3 All All All
Application Rpm Rpm 2.04 All All All
Application Rpm Rpm 2.0.5 All All All
Application Rpm Rpm 2.0.6 All All All
Application Rpm Rpm 2.0.7 All All All
Application Rpm Rpm 2.0.8 All All All
Application Rpm Rpm 2.0.9 All All All
Application Rpm Rpm 2.1 All All All
Application Rpm Rpm 2.1.1 All All All

Application Rpm Rpm 21.2 All All All
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Application
Application
Application
Application

Application

cpe:2.3:a:rpm:irpm:

cpe:2.3:a:rpm:irpm:

cpe:2.3:a:rpm:irpm:

cpe:2.3:a:rpm:irpm:

cpe:2.3:a:rpm:irpm:

cpe:2.3:a:rpm:irpm:

cpe:2.3:a:rpm:irpm:

cpe:2.3:a:rpm:irpm:

cpe:2.3:a:rpm:irpm:

cpe:2.3:a:rpm:irpm:

cpe:2.3:a:rpm:irpm:

cpe:2.3:a:rpm:irpm:

cpe:2.3:a:rpm:rpm:

cpe:2.3:a:rpm:rpm:

cpe:2.3:a:rpm:rpm:

cpe:2.3:a:rpm:rpm:

cpe:2.3:a:rpm:rpm:

cpe:2.3:a:rpm:rpm:

cpe:2.3:a:rpm:rpm:

cpe:2.3:a:rpm:rpm:

cpe:2.3:a:rpm:rpm:

Rpm
Rpm
Rpm
Rpm
Rpm
{ Dbk bk bk,

1 3.*.*.*.*.*.*.*.

1.3

1.4

1.4.2:% %

1.4.2/ar > x>

1.4.2Var

1.4.37

1.4.4 %%

1.4.5 %

1.4.67% %

1.4. 77

2 0.*.*.*.*.*.*.*.

2.0

2.0.2:F

2.0.3: e

2.0.4 e

2.0.5 e

2.0.6:% e

2.0.7 e

2.0.8:

Rpm
Rpm
Rpm
Rpm

Rpm

4.3.3

4.4.2.

4.4.2.1

4422

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All
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cpe:2.3:airpmirpm:2. 1
cpe:2.3:airpm:rpm:2.1.1 e
cpe:2.3:airpm:rpm:2.1.2: e
cpe:2.3:airpm:rpm:2.2:
cpe:2.3:airpmirpm:2.2.1 e

kKK kKK,

cpe:2.3:airpmirpm:2.2. 10 "

cpe:2.3:airpm:rpm:2.2. 2%

cpe:2.3:airpm:rpm:2.2. 3%

dkakakak ok ak k.

cpe:2.3:airpmirpm:2.2.3.10:

Pk Kk ok akakak.

cpe:2.3:arrpmirpm:2.2.3. 11 e

cpe:2.3:airpmirpm:2.2.4:7

cpe:2.3:airpmirpm:2.2.5: %

cpe:2.3:a:rpmirpm:2.2.6:%

cpe:2.3:airpmirpm:2.2.7: 7

cpe:2.3:a:rpmirpm:2.2.8:%

cpe:2.3:a:rpmirpm:2.2.9:%

cpe:2.3:airpmirpm:2.3:

cpe:2.3:axrpmirpm:2.3.1:

cpe:2.3:a:rpmirpm:2.3.2:%

cpe:2.3:a:rpmirpm:2.3.3:7

cpe:2.3:a:rrpmirpm:2.3.4:

cpe:2.3:a:rpm:rpm:2.3.5:

cpe:2.3:a:rpm:rpm:2.3.6:% %

cpe:2.3:a:rpm:rpm:2.3.7:

cpe:2.3:a:rpm:rpm:2.3.8:* %

cpe:2.3:a:rpm:rpm:2.3.9:%

cpe:2.3:a:rpmirpm:2.4.1 7



kKK kKK,

cpe:2.3:a:rpmirpm:2.4.12: e

cpe:2.3:airpm:rpm:2.4.2: e

cpe:2.3:airpm:rpm:2.4.3: e

cpe:2.3:airpm:rpm:2.4. 4 e

cpe:2.3:axrpm:rpm:2.4.5: e

cpe:2.3:a:rpm:rpm:2.4.6:

cpe:2.3:a:rpm:rpm:2.4.8:*:

cpe:2.3:airpm:rpm:2.4.9:

dkakak ok akakak.

cpe:2.3:airpmirpm:2.5:

cpe:2.3:airpmirpm:2.5. 1

cpe:2.3:airpmirpm:2.5.2:%

cpe:2.3:airpmirpm:2.5.3:"

cpe:2.3:airpmirpm:2.5.4: %k

cpe:2.3:axrpmirpm:2.5.5: %

cpe:2.3:axrpmirpm:2.5.6:%

cpe:2.3:a:rpmirpm:2.6.7: %

cpe:2.3:a:rpmirpm:3.0:

cpe:2.3:a:rpmirpm:3.0. 17 e

cpe:2.3:a:rpmirpm:3.0.2:%

cpe:2.3:a:rpmirpm:3.0.3:7

cpe:2.3:a:rpm:rpm:3.0.4:*

cpe:2.3:a:rpm:rpm:3.0.5:%

cpe:2.3:a:rpm:rpm:3.0.6:% % "

Skakakukkakuk.

cpe:2.3:a:rpm:rpm:4.0.: e

cpe:2.3:a:rpm:rpm:4.0.1:

cpe:2.3:a:rpm:rpm:4.0.2:% %

cpe:2.3:a:rpm:rpm:4.0.3:*



cpe:2.3:a:rpmirpm:4.0.4: e
cpe:2.3:airpmirpm:4. e
cpe:2.3:a:rpm:rpm:4.3.3:
cpe:2.3:axrpm:rpm:4.4.2. ket
cpe:2.3:axrpm:rpm:4.4.2.1 ke
cpe:2.3:airpm:rpm:4.4.2.2:% e
cpe:2.3:airpmirpm:1.2:
cpe:2.3:airpm:rpm:1.3:
cpe:2.3:airpmirpm:1.3.1 e

cpe:2.3:airpmirpm:l 4 i

cpe:2.3:airpmirpm:1.4.2:

cpe:2.3:airpmirpm:1.4.3:7

cpe:2.3:airpmirpm:1.4.4: e

cpe:2.3:axrrpmirpm:1.4.5:7 ke

cpe:2.3:axrrpmirpm:1.4.6:7

cpe:2.3:airpmirpm:1.4.7: ke

cpe:2.3:airpmirpm:2.0:

cpe:2.3:a:rpmirpm:2.0.1: e

cpe:2.3:a:rpm:rpm:2.0.2:% %

cpe:2.3:a:rpm:rpm:2.0.3:*

cpe:2.3:a:rpm:rpm:2.0.4:*

cpe:2.3:a:rpm:rpm:2.0.5:% %

cpe:2.3:a:rpm:rpm:2.0.6:% %

cpe:2.3:a:rpm:rpm:2.0. 7%

cpe:2.3:a:rpmirpm:2.0.8:



cpe:2.3:a:rpmirpm:2.0.9:

dkak kR Lk akuk.

cpe:2.3:airpmirpm:2. 1

cpe:2.3:airpm:rpm:2.1.1 e

cpe:2.3:airpm:rpm:2.1.2: e

cpe:2.3:airpmirpm:2.2:

cpe:2.3:airpmirpm:2.2.1 e

kKKK kK,

cpe:2.3:airpmirpm:2.2.11

cpe:2.3:airpmirpm:2.2.2:%:

cpe:2.3:airpmirpm:2.2. 3%

Sk Rk kR akak.

cpe:2.3:airpmirpm:2.2.3.10: e

cpe:2.3:airpmirpm:2.2.4:7

cpe:2.3:airpmirpm:2.2.5:%

cpe:2.3:a:rpmirpm:2.2.6:%

cpe:2.3:airpmirpm:2.2.7:

cpe:2.3:a:rpmirpm:2.2.8:%

cpe:2.3:a:rpmirpm:2.2.9:%

cpe:2.3:airpmirpm:2.3:

cpe:2.3:axrpmirpm:2.3.1:7 e

cpe:2.3:a:rpmirpm:2.3.2:%

cpe:2.3:a:rpm:rpm:2.3.3:

cpe:2.3:a:rpmirpm:2.3.4:

cpe:2.3:a:rpm:rpm:2.3.5:

cpe:2.3:a:rpm:rpm:2.3.6:% %

cpe:2.3:a:rpmirpm:2.3.7:

cpe:2.3:a:rpm:rpm:2.3.8:

cpe:2.3:a:rpm:rpm:2.3.9:%



cpe:2.3:a:rpmirpm:2.4. 1 e

Kk kK kKK,

cpe:2.3:airpmirpm:2.4. 11 e

cpe:2.3:airpm:rpm:2.4.2: e

cpe:2.3:a:rpm:rpm:2.4.3: e

cpe:2.3:airpm:rpm:2.4. 4 e

cpe:2.3:axrpm:rpm:2.4.5:

cpe:2.3:a:rpm:rpm:2.4.6:%:

cpe:2.3:airpm:rpm:2.4.8:

cpe:2.3:airpm:rpm:2.4.9:%

cpe:2.3:airpmirpm:2.5:

cpe:2.3:airpmirpm:2.5. 1

cpe:2.3:airpmirpm:2.5.2:%

cpe:2.3:airpmirpm:2.5.3:%

cpe:2.3:airpmirpm:2.5.4: 7k

cpe:2.3:a:rpmirpm:2.5.5:%

cpe:2.3:a:rpmirpm:2.5.6:

cpe:2.3:a:rpmirpm:2.6.7:%

cpe:2.3:a:rpmirpm:3.0:

cpe:2.3:a:rpmirpm:3.0. 17 e

cpe:2.3:a:rpmirpm:3.0.2:%

cpe:2.3:a:rpmirpm:3.0.3:7

cpe:2.3:a:rpm:rpm:3.0.4:

cpe:2.3:a:rpm:rpm:3.0.5:

cpe:2.3:a:rpm:rpm:3.0.6:% % "

dkukakkkakuk.

cpe:2.3:a:rpm:rpm:4.0.: e

cpe:2.3:a:rpm:rpm:4.0.1

cpe:2.3:a:rpm:rpm:4.0.2:% % *

cpe:2.3:a:rpm:rpm:4.0.3:* %



cpe:2.3:a:rpmirpm:4.0.4:

cpe:2.3:airpmirpm:d.

cpe:2.3:a:rrpm:rpm:4.3.3: e

cpe:2.3:axrpm:rpm:4.4.2. e

cpe:2.3:axrpm:rpm:4.4.2.1 e

cpe:2.3:axrpm:rpm:4.4.2.2:% e

cpe:2.3:airpm:rpm: e

No vendor comments have been submitted for this CVE
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