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AVNACHAUNCCICAC Certain versions of Powerpoint from Microsoft contain the following
’ vulnerability:

Unspecified vulnerability in Microsoft PowerPoint in Microsoft Office
2000 SP3, Office XP SP3, Office 2003 SP1 and SP2, Office 2004 for
Mac, and v. X for Mac allows user-assisted attackers to execute
arbitrary code via a PowerPoint document with a malformed record,
which triggers memory corruption.

CVE-2006-0022 has been assigned by g¥ secure@microsoft.com to track the vulnerability

CVSS2 Score: 7.6-HIGH

Access Access Authentication

Vector Complexity

[HiGH ] [NONE |

Confidentiality Integrity Availability

Impact Impact Impact

CVE References

Description Tags Link

Repository / Oval Repository ¢ OVAL
oval:org.mitre.oval:def:1984

Microsoft PowerPoint Malformed Record Remote Code Execution Vulnerability [N (7) BID 18382

SecurityTracker.com Archives - Microsoft PowerPoint Buffer Overflow in () SECTRACK 1016287

Processing Malformed Records Lets Remote Users Execute Arbitrary Code
(7) OSVDB 26435

IBM X-Force Exchange € XF powerpoint-record-



https://cve.report/
https://cve.report/CVE-2006-0022/mitre
https://cve.report/CVE-2006-0022/nist
https://cve.report/CVE-2006-0022/cve_org
https://cve.report/CVE-2006-22.pdf
http://cve.report/software/microsoft/powerpoint
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1984
http://cve.report/bid/18382
http://securitytracker.com/id?1016287
http://www.osvdb.org/26435
https://exchange.xforce.ibmcloud.com/vulnerabilities/26784

Repository / Oval Repository

Microsoft Security Bulletin MS06-028 - Critical | Microsoft Docs

Repository / Oval Repository

Microsoft PowerPoint Malformed Record Vulnerability - Advisories - Secunia

US-CERT Technical Cyber Security Alert TA06-164A -- Microsoft Windows,
Internet Explorer, Media Player, Word, PowerPoint, and Exchange
Vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

US-CERT Vulnerability Note VU#190089

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
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Skk ok k k.

cpe:2.3:a:microsoft:powerpoint:2000:sp2:*:*:*:*:*:*:

Skk Kk uk k.

cpe:2.3:a:microsoft:powerpoint:2000:sp3:*:*:*:*:*:™:

dkakkkkuk.

cpe:2.3:a:microsoft:powerpoint:2000:sr1 :*:*:*:*:*:*:

Skkkkkuk.

cpe:2.3:a:microsoft:powerpoint:2002:sp3:*:*:*:*:*:*:

KKk KKKk,

cpe:2.3:a:microsoft:powerpoint:2003:*:*:*:*:*:*:*:

Skakakakak.

cpe:2.3:a:microsoft:powerpoint:2004:*:mac:*:*:*:*:*:

SRk koK kKK,

cpe:2.3:a:microsoft:powerpoint:2000:*:*:*:*:*:*:*:

2000

2000

2000

2002

2002

2002

2002

2003

2003

2003

2003

2004

sp2
sp3
sri

All

spi
sp2
sp3
All

sp1
sp2
sp3

All

All

All

All

All

All

All

All

All

All

All

All

mac

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/powerpoint
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/powerpoint
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/powerpoint
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/powerpoint
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/powerpoint
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/powerpoint
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/powerpoint
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/powerpoint
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/powerpoint
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/powerpoint
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/powerpoint
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/powerpoint
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No vendor comments have been submitted for this CVE
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