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CVE CVE-2006-0051
State PUBLISHED
Assigner debian

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-04-05 10:04:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Buffer overflow in playlistimport.cpp in Kaffeine Player 0.4.2 through 0.7.1 allows user-assisted attackers to execute arbitrar

/ |

Risk And Classification

Primary CVSS: v2.0 5.1 from nvd@nist.gov

AV:N/AC:H/Au:N/C:P/I:P/A:P
EPSS: 0.025420000 probability, percentile 0.854870000 (date 2026-04-17)
Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language


https://cve.report/
https://cve.report/CVE-2006-0051/mitre
https://cve.report/CVE-2006-0051/nist
https://cve.report/CVE-2006-0051/cve_org
https://cve.report/api/cve/CVE-2006-0051.json
https://cve.report/CVE-2006-0051.pdf

Application Kaffeine Kaffeine Player 0.4.2 All All All
Application Kaffeine Kaffeine Player 0.4.3 All All All
Application Kaffeine Kaffeine Player 0.4.3b All All All
Application Kaffeine Kaffeine Player 0.5_rct All All All
Application Kaffeine Kaffeine Player 0.7.1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

Kaffeine Remote HTTP_Peek Buffer Overflow Vulnerability

SUSE Updates for Multiple Packages - Advisories - Secunia

IBM X-Force Exchange

www.kde.org/info/security/advisory-20060404-1 .txt

Security Tracker.com Archives - Kaffeine Buffer Overflow in http_peek() When Fetching Playlists Lets Remote Users Execute Arbitrary Code
Advisories - Mandriva Linux

Debian update for kaffeine - Advisories - Secunia

Gentoo Linux Documentation -- Kaffeine: Buffer overflow

Gentoo update for kaffeine - Secunia Advisories - Vulnerability Intelligence - Secunia.com
USN-268-1: Kaffeine vulnerability | Ubuntu security notices

Mandriva update for kaffeine - Advisories - Secunia

SecurityFocus

Ubuntu update for kaffeine - Advisories - Secunia

Security Announcement

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Kaffeine Player "http_peek()" Function Buffer Overflow - Advisories - Secunia

Debian -- Security Information -- DSA-1023-1 kaffeine

CVE Program record

NVD vulnerability detail

4 |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/kaffeine
http://cve.report/software/kaffeine/kaffeine_player
http://cve.report/vendor/kaffeine
http://cve.report/software/kaffeine/kaffeine_player
http://cve.report/vendor/kaffeine
http://cve.report/software/kaffeine/kaffeine_player
http://cve.report/vendor/kaffeine
http://cve.report/software/kaffeine/kaffeine_player
http://cve.report/vendor/kaffeine
http://cve.report/software/kaffeine/kaffeine_player
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://www.securityfocus.com/bid/17372
http://secunia.com/advisories/19571
https://exchange.xforce.ibmcloud.com/vulnerabilities/25631
http://www.kde.org/info/security/advisory-20060404-1.txt
http://securitytracker.com/id?1015863
http://www.mandriva.com/security/advisories?name=MDKSA-2006:065
http://secunia.com/advisories/19540
http://www.gentoo.org/security/en/glsa/glsa-200604-04.xml
http://secunia.com/advisories/19542
https://usn.ubuntu.com/268-1/
http://secunia.com/advisories/19549
http://www.securityfocus.com/archive/1/430319/100/0/threaded
http://secunia.com/advisories/19557
http://www.novell.com/linux/security/advisories/2006_08_sr.html
http://www.vupen.com/english/advisories/2006/1229
http://secunia.com/advisories/19525
http://www.debian.org/security/2006/dsa-1023
https://www.cve.org/CVERecord?id=CVE-2006-0051
https://nvd.nist.gov/vuln/detail/CVE-2006-0051
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