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AVNACUAUNCPIPAP Certain versions of le from Microsoft contain the following vulnerability:

Microsoft Internet Explorer 5.01, 5.5, and 6 allows remote attackers to
bypass the Kill bit settings for dangerous ActiveX controls via unknown
vectors involving crafted HTML, which can expose the browser to
attacks that would otherwise be prevented by the Kill bit setting. NOTE:
CERT/CC claims that MS05-054 fixes this issue, but it is not described
in MS05-054.

CVE-2006-0057 has been assigned by # cert@cert.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Your request has been blocked. This could be due to [ Patch | B® MISC

several reasons. www.microsoft.com/technet/security/bulletin/ms05-
054.mspx

Microsoft Internet Explorer ActiveX Control Kill Bit (D) BID 16409

Bypass Vulnerability

IBM X-Force Exchange € XF ie-activex-killbit-bypass(24379)
(7) OSVDB 23657
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update

Application Microsoft le 5.01 sp4

Application Microsoft le 5.5 sp2

Application Microsoft le 6 sp1

Application Microsoft le 6 windows_server_2003_sp1
Application Microsoft le 5.01 sp4

Application Microsoft le 5.5 sp2

Application Microsoft le 6 spi

Application Microsoft le 6 windows_server_2003_sp1
Application Microsoft Internet Explorer 5.01 sp4

Application Microsoft Internet Explorer 5.5 sp2

Application Microsoft Internet Explorer 6 spi
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No vendor comments have been submitted for this CVE
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