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CVE-2006-0096

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVUACLAUNC CILC/AC Certain versions of Linux Kernel from Linux contain the following
’ vulnerability:

wan/sdla.c in Linux kernel 2.6.x before 2.6.11 and 2.4.x before 2.4.29
does not require the CAP_SYS_RAWIO privilege for an SDLA firmware
upgrade, with unknown impact and local attack vectors. NOTE: further
investigation suggests that this issue requires root privileges to exploit,
since it is protected by CAP_NET_ADMIN; thus it might not be a
vulnerability, although capabilities provide finer distinctions between privilege levels.

CVE-2006-0096 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.2-HIGH |

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
Mandriva update for { SECUNIA 18977
kernel - Advisories -
Secunia
USN-244-1: Linux ® UBUNTU USN-244-1

kernel vulnerabilities |
Ubuntu security notices

Debian update for Vendor Advisory Y SECUNIA 19374

kernel-source-2.6.8 -

Advisories - Secunia text/html

kernel/git/tglx/history.git [ E T A CONFIRM www.kernel.org/git/?
- Linniy karnel hictarv [ tovi/biml | n=liniix/kernal/nit/talx/hictary ait:a—commitdiff-h=Nf1 A4R1224aRR20R~1121fR2NaRN7417
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https://cve.report/CVE-2006-0096/nist
https://cve.report/CVE-2006-0096/cve_org
https://cve.report/CVE-2006-96.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2006/http://secunia.com/advisories/18977
https://usn.ubuntu.com/244-1/
https://web.archive.org/web/2006/http://secunia.com/advisories/19374
http://www.kernel.org/git/?p=linux/kernel/git/tglx/history.git;a=commitdiff;h=0f1d4813a4a65296e1131f320a60741732bc068f

U T oo [ L T e L L R T L2 I R S 2 S

Advisories - Mandriva @ MANDRIVA MDKSA-2006:044

Linux text/html

Ubuntu update for Y{ SECUNIA 18527

kernel - Advisories -
Secunia text/html

() CONFIRM linux.bkbits.net:8080/linux-2.4/cset@1.1448.91.23?
nav=index.html|src/|src/drivers|src/drivers/net|src/drivers/net/wan|related/drivers/net/wa

Not Archived

Linux Kernel SDLA (2 BID 16304
IOCTL Unauthorized

Local Firmware Access

Vulnerability

Debian -- (© DEBIAN DSA-1017
Security Information --

DSA-1017-1 kernel-

source-2.6.8

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

1

There are currently no QIDs associated with this CVE

| Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 24.0 All All All
System

Operating Linux Linux Kernel 2.4.0 test1 All All
System

Operating Linux Linux Kernel 2.4.0 test10 All All
System

Operating Linux Linux Kernel 2.4.0 test11 All All
System

Operating Linux Linux Kernel 2.4.0 test12 All All
System

Operating Linux Linux Kernel 2.4.0 test2 All All
System

Operating Linux Linux Kernel 2.4.0 test3 All All
System

Operating Linux Linux Kernel 24.0 test4 All All
System

Operating Linux Linux Kernel 2.4.0 tests All All
System

Operating Linux Linux Kernel 2.4.0 test6 All All

System
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Kk kK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.13: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.14: "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.15: "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.17: "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.18:*:*:***:*:*:

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pret:*:*:*:*:*:*:

Kk ok akak k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre2:*:*:*:*:*:*:

akakukakakuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre3:*:*:*:*:*:*:

akLk Lk akakk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pred:**:*:*:*:*:

dkk Lk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.2:*:*:***:*:*:

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.20:*:*: "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.21 :**** %

akakakakukuk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pret: " *:*:



KRk ok ukuk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pred:**:*:*:*:*:

KRk ok ukuk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pre7:*:*:*:*:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.22:*:*:***:*:*:

KKk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.23:pre9:*:*:*:*:*:*:

ARk koK kR k.

cpe:2.3:0:linux:linux_kernel:2.4.23_ow2:*:*:*:**:*:*:

ARk koK ok Rk,

cpe:2.3:0:linux:linux_kernel:2.4.24_ow 1 > %

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.25:*:*:***:**:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.26:*:*:***:*:*:

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.27:*:*:* """

Kk ok akakak.

cpe:2.3:0:linux:linux_kernel:2.4.27:pret > :*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.3:*:*: """

cpe:2.3:0:linux:linux_kernel:2.4.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.5::*: %" *:*:

cpe:2.3:0:linux:linux_kernel:2.4.6:*:*:*: " ":*:

cpe:2.3:0:linux:linux_kernel:2.4.7:*:*:** """

cpe:2.3:0:linux:linux_kernel:2.4.8:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.9::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.0::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*: " *:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.6.10:*:*: """



dkk ok akakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.1:* %

Akakak kR Rk,

cpe:2.3:0:linux:linux_kernel:2.6.11.10:**:**:*:*:*:

akakak oKk kR,

cpe:2.3:0:linux:linux_kernel:2.6.11.11 "

ARk ak kR Rk,

cpe:2.3:0:linux:linux_kernel:2.6.11.12:* "

Skk ok ak ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.11.2:* ™
cpe:2.3:0:linux:linux_kernel:2.6.11.3: "™
cpe:2.3:0:linux:linux_kernel:2.6.11.4: "
cpe:2.3:0:linux:linux_kernel:2.6.11.5:* 7
cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:* " " ™
cpe:2.3:0:linux:linux_kernel:2.6.11.7:* " "

dkak ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:**:***:*:

Sk ok akakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.9:*:* "™

cpe:2.3:0:linux:linux_kernel:2.6.12.1:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.12.3:*:*:*:*:*:*:":

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:*:*: "

dkakakukakak.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.14. 1" ™

Skukakukkakuk.

cpe:2.3:0:linux:linux_kernel:2.6.14.2:*:*:*:***:*:

Skkakukkakuk.

cpe:2.3:0:linux:linux_kernel:2.6.14.3:*:* ™

cpe:2.3:0:linux:linux_kernel:2.6.14.4:*:* "

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.6.15:*: """



dkkakkukak.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc3:*:*:*:*:*:*:

SRk kR kuk.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc5:*:* "™

Skakkkkuk.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:**:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:*:**:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1: """

kKKK LKk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test6:™:*:*:*:*:*:

kKK KLk Lk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test7:*:*:*:*:*::

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test9:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.1:*:****: "



akk kK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.10:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.11:****

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.13:*: "™

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4. 14 "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.15: "

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.17: "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.18:*:*:***:*:*:

KKk akak k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pret:*:*:*:*:*:*:

Kk Lk akak k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre2:*:*:*:*:*:*:

akakkakakk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre3:*:*:*:*:*:*:

akLk kK Lk k.

cpe:2.3:0:linux:linux_kernel:2.4.19:pred:*:*:*:*:*:*:

akLkkakakuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.2:*:*:***:*:*:

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.21 :***

akakkokukuk.

coe:2.3:0:linux:linux kernel:2.4.21:oret:**:*:*:*:*:



KRk akukuk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pred:**:*:*:*:*:

KKk akakuk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pre7:*:*:*:*:*:*:

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.22:*:*:***:*:*:

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.23:*:*:***:*:*:

KKk oKk k.

cpe:2.3:0:linux:linux_kernel:2.4.23:pre9:*:*:*:*:*:*:

ARk koK ok Rk,

cpe:2.3:0:linux:linux_kernel:2.4.23_ow2:*:*:**:*:*:*:

dkakak ok ak Rk,

cpe:2.3:0:linux:linux_kernel:2.4.24_ow 1 > %

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.25:* %" *:**:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.26:*:*:***:*:*:

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.27:*:*:* """

cpe:2.3:0:linux:linux_kernel:2.4.3:*:*: """

cpe:2.3:0:linux:linux_kernel:2.4.4::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.5::*:* """

cpe:2.3:0:linux:linux_kernel:2.4.6:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.7:*:*:***:%*:

cpe:2.3:0:linux:linux_kernel:2.4.8::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.9::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.0::*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.1:*:*:* " *:*:

ARk kK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.6.10:*: """



Skuk ok kakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.1:* %

AkLakak ok akuk k.

cpe:2.3:0:linux:linux_kernel:2.6.11.10:*:*:*:**:*:*:

Akakak kR Rk,

cpe:2.3:0:linux:linux_kernel:2.6.11. 11 "

Akakak oKk Rk,

cpe:2.3:0:linux:linux_kernel:2.6.11.12:* "

Skk ok k ok akak,

cpe:2.3:0:linux:linux_kernel:2.6.11.2:*
cpe:2.3:0:linux:linux_kernel:2.6.11.3:* "™
cpe:2.3:0:linux:linux_kernel:2.6.11.4: 7
cpe:2.3:0:linux:linux_kernel:2.6.11.5:* " ™
cpe:2.3:0:linux:linux_kernel:2.6.11.6:*:*:****:*:
cpe:2.3:0:linux:linux_kernel:2.6.11.7:* " ™

Sk Rk ok akakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.8:*:** "™

Sk ok akakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.11.9:* """

cpe:2.3:0:linux:linux_kernel:2.6.12.1:*:**: "

cpe:2.3:0:linux:linux_kernel:2.6.12.2:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.12.3:™:*:* "

cpe:2.3:0:linux:linux_kernel:2.6.12.4:*:*:*:*: "

dkkakakakak.

cpe:2.3:0:linux:linux_kernel:2.6.14:rc4:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.14. 1" ™

Skkakukkakak.

cpe:2.3:0:linux:linux_kernel:2.6.14.2:*:*:*:*:**:*:

Skk ok uk ok akak.

cpe:2.3:0:linux:linux_kernel:2.6.14.3:*:* "™

cpe:2.3:0:linux:linux_kernel:2.6.14.4:*:**:***:*:

ARk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:2.6.15:*: """

PROURY. Ns YR LI IR Py B P AT J  E



CPE.£.0:.0TNUXINUX_KEITIeL.L.0. 10.1C 1. o o o0 0.

cpe:2.3:0:linux:linux_kernel:2.6.15:rc3:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.15:rc5: " "™

cpe:2.3:0:linux:linux_kernel:2.6.15:rc6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.2:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.3:*:*:*:*:*:*::

cpe:2.3:0:linux:linux_kernel:2.6.4:*:*:**:*:*::

cpe:2.3:0:linux:linux_kernel:2.6.5:*:*:**:**:*:

cpe:2.3:0:linux:linux_kernel:2.6.6:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.7:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8:*:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.6.8.1: """

No vendor comments have been submitted for this CVE
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