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Summary

CVE CVE-2006-0106

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-01-06 18:03:00 UTC

Updated 2018-10-19 15:42:00 UTC

Description gdi/driver.c and gdi/printdrv.c in Wine 20050930, and other versions, implement the SETABORTPROC GDI Escape function call for Windows Metafile (WMF) files, which allows attackers to execute arbitrary code, the same vulnerability as CVE-2005-4560 but in a different codebase.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Wine Wine 0.9.2 All All All

Application Wine Wine 0.9.4 All All All

Application Wine Wine 0.9.5 All All All

Application Wine Wine 2005-09-30 All All All

Application Wine Wine 0.9.2 All All All

Application Wine Wine 0.9.4 All All All

Application Wine Wine 0.9.5 All All All

Application Wine Wine 2005-09-30 All All All

References

Reference Source Link

Gentoo Linux Documentation -- Wine: Windows Metafile SETABORTPROC vulnerability GENTOO www.gentoo.org

Debian -- Security Information -- DSA-954-1 wine DEBIAN www.debian.org

SUSE update for multiple packages - Advisories - Secunia SECUNIA secunia.com

[Dailydave] WMF goes away :< MLIST lists.immunitysec.com

Wine Potential WMF "SETABORTPROC" Vulnerability - Advisories - Secunia SECUNIA secunia.com

Security Announcement SUSE www.novell.com
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IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

SecurityFocus BUGTRAQ www.securityfocus.com

Debian update for wine - Advisories - Secunia SECUNIA secunia.com

#346197 - [CVE-2006-0106] Wine is vulnerable to SetAbortProc WMF bug - Debian Bug report logs MISC bugs.debian.org

Advisories - Mandriva Linux MANDRIVA www.mandriva.com

Webmail | OVH- OVH VUPEN www.vupen.com

Secunia - Advisories - Gentoo update for wine SECUNIA secunia.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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