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Summary

CVE CVE-2006-0119

State PUBLISHED

Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-01-09 11:03:00 UTC

Updated 2025-04-03 01:03:51 UTC

Description Multiple unspecified vulnerabilities in IBM Lotus Notes and Domino Server before 6.5.5 have unknown impact and attack vectors, due to "potential security issues" as identified by SPR numbers (1) GPKS6C9J67 in Agents, (2) JGAN6B6TZ3 and (3) KSPR699NBP in the Router, (4) GPKS5YQGPT in Security, or (5) HSAO6BNL6Y in the Web Server. NOTE: vector 3 is related to an issue in NROUTER in IBM Lotus Notes and Domino Server before 6.5.4 FP1, 6.5.5, and 7.0, which allows remote attackers to cause a denial of service (CPU consumption) via a crafted vCal meeting request sent via SMTP (aka SPR# KSPR699NBP).

Risk And Classification

Primary CVSS: v2.0 10 from nvd@nist.gov

AV:N/AC:L/Au:N/C:C/I:C/A:C

Problem Types: NVD-CWE-noinfo | n/a

CVSS v2.0 Breakdown

AV:N/AC:L/Au:N/C:C/I:C/A:C

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Ibm Lotus Domino 6.5.0 All All All

Application Ibm Lotus Domino 6.5.1 All All All

Access Vector

Network

Access Complexity

Low

Authentication

None

Confidentiality

Complete

Integrity

Complete

Availability

Complete
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Application Ibm Lotus Domino 6.5.1 All All All

Application Ibm Lotus Domino 6.5.2 All All All

Application Ibm Lotus Domino 6.5.3 All All All

Application Ibm Lotus Domino 6.5.4 All All All

Application Ibm Lotus Domino 6.5.4 All fp1 All

Application Ibm Lotus Domino 6.5.4 All fp2 All

Application Ibm Lotus Domino Enterprise Server 6.5.2 All All All

Application Ibm Lotus Domino Enterprise Server 6.5.4 All All All

Application Ibm Lotus Notes 6.5 All All All

Application Ibm Lotus Notes 6.5.1 All All All

Application Ibm Lotus Notes 6.5.2 All All All

Application Ibm Lotus Notes 6.5.3 All All All

Application Ibm Lotus Notes 6.5.4 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References

Reference

IBM Lotus Domino and Notes Multiple Unspecified Vulnerabilities

SecurityFocus

IBM X-Force Exchange

www-10.lotus.com/ldd/r5fixlist.nsf/5c087391999d06e7852569280062619d/9a1650d1a7...

Lotus Domino SMTP Meeting Request Remote Denial of Service Vulnerability

IBM X-Force Exchange

www-10.lotus.com/ldd/r5fixlist.nsf/5c087391999d06e7852569280062619d/de2ab57a5b...

SecurityTracker.com Archives - IBM Lotus Domino Bug in Processing vCal Meeting Requests Let Remote Users Deny Service

www-10.lotus.com/ldd/r5fixlist.nsf/5c087391999d06e7852569280062619d/f97fe7cfd9...

IBM X-Force Exchange

www-10.lotus.com/ldd/r5fixlist.nsf/5c087391999d06e7852569280062619d/d1150fc9c5...

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Lotus Domino Malformed vCal Processing Denial of Service - Advisories - Secunia

IBM Lotus Domino/Notes Multiple Vulnerabilities - Advisories - Secunia

www-10.lotus.com/ldd/r5fixlist.nsf/5c087391999d06e7852569280062619d/94a77eb898...
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CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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