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sudo 1.6.8 and other versions does not clear the PYTHONINSPECT environment variable, which allows limited local users
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USN-235-2: sudo vulnerability | Ubuntu security notices UBUNTU usn.ubuntu.com
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Sudo Python Environment Cleaning Privilege Escalation Vulnerability - Advisories - Secunia  SECUNIA secunia.com Ver
The Slackware Linux Project: Slackware Security Advisories SLACKWARE  slackware.com

Security Announcement SUSE www.novell.com

2006-0010 TRUSTIX www.trustix.org

Sudo Python Environment Variable Handling Security Bypass Vulnerability BID www.securityfocus.com  Exp
Trustix update for sudo / tar - Advisories - Secunia SECUNIA secunia.com

Ubuntu update for sudo - Advisories - Secunia SECUNIA secunia.com Pat
Debian update for sudo - Advisories - Secunia SECUNIA secunia.com

Debian -- Security Information -- DSA-946-2 sudo DEBIAN www.debian.org

CVE Program record CVE.ORG WWW.Cve.org can
NVD vulnerability detail NVD nvd.nist.gov can
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2008-01-24 Mark J Cox  We do not consider this to be a security issue. http:bugzilla.redhat.combugzillashow_bug.cgi?id-
/| aammga |

There are currently no legacy QID mappings associated with this CVE.
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Use of this information constitutes acceptance for use in an AS IS condition. There are NO warranties, implied or otherwise, with regard to
this information or its use. Any use of this information is at the user's risk. It is the responsibility of user to evaluate the accuracy,
completeness or usefulness of any information, opinion, advice or other content. EACH USER WILL BE SOLELY RESPONSIBLE FOR ANY
consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
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