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CVE CVE-2006-0162
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-01-10 19:03:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Heap-based buffer overflow in libclamav/upx.c in Clam Antivirus (ClamAV) before 0.88 allows remote attackers to cause a «

/ |

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low
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AV:N/AC:L/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clam Anti-virus Clamav . All All All


https://cve.report/
https://cve.report/CVE-2006-0162/mitre
https://cve.report/CVE-2006-0162/nist
https://cve.report/CVE-2006-0162/cve_org
https://cve.report/api/cve/CVE-2006-0162.json
https://cve.report/CVE-2006-0162.pdf
http://cve.report/vendor/clam_anti-virus
http://cve.report/software/clam_anti-virus/clamav

Application Clam Anti-virus Clamav 0.51 All All All
Application Clam Anti-virus Clamav 0.52 All All All
Application Clam Anti-virus Clamav 0.53 All All All
Application Clam Anti-virus Clamav 0.54 All All All
Application Clam Anti-virus Clamav 0.60 All All All
Application Clam Anti-virus Clamav 0.65 All All All
Application Clam Anti-virus Clamav 0.67 All All All
Application Clam Anti-virus Clamav 0.68 All All All
Application Clam Anti-virus Clamav 0.68.1 All All All
Application Clam Anti-virus Clamav 0.70 All All All
Application Clam Anti-virus Clamav 0.75.1 All All All
Application Clam Anti-virus Clamav 0.80 All All All
Application Clam Anti-virus Clamav 0.80_rct All All All
Application Clam Anti-virus Clamav 0.80_rc2 All All All
Application Clam Anti-virus Clamav 0.80_rc3 All All All
Application Clam Anti-virus Clamav 0.80_rc4 All All All
Application Clam Anti-virus Clamav 0.81 All All All
Application Clam Anti-virus Clamav 0.82 All All All
Application Clam Anti-virus Clamav 0.83 All All All
Application Clam Anti-virus Clamav 0.84 All All All
Application Clam Anti-virus Clamav 0.84_rct All All All
Application Clam Anti-virus Clamav 0.84_rc2 All All All
Application Clam Anti-virus Clamav 0.85 All All All
Application Clam Anti-virus Clamav 0.85.1 All All All
Application Clam Anti-virus Clamav 0.86 All All All
Application Clam Anti-virus Clamav 0.86.1 All All All
Application Clam Anti-virus Clamav 0.86.2 All All All
Application Clam Anti-virus Clamav 0.87 All All All
Application Clam Anti-virus Clamav 0.87.1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

References
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IBM X-Force Exchange

Gentoo update for clamav - Advisories - Secunia

Gentoo Linux Documentation -- ClamAV: Remote execution of arbitrary code
US-CERT Vulnerability Note VU#385908

ZDI-06-001 | Zero Day Initiative

Mandriva update for clamav - Advisories - Secunia

Debian update for clamav - Advisories - Secunia

[Full-disclosure] ZDI-06-001: Clam AntiVirus UPX Unpacking Code Execution Vulnerability
Clam Anti-Virus ClamAV UPX Compressed File Heap Buffer Overflow Vulnerability
www.osvdb.org/22318

www.trustix.org/errata/2006/0002

Just a moment...

Advisories - Mandriva Linux

ClamAV UPX File Handling Buffer Overflow Vulnerability - Advisories - Secunia
Clam AntiVirus UPX Unpacking Code Execution Vulnerability - CXSecurity.com
Debian -- Security Information -- DSA-947-2 clamav

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Trustix update for multiple packages - Advisories - Secunia

CVE Program record

NVD vulnerability detail
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CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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