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Summary

CVE CVE-2006-0225

State PUBLISHED

Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-01-25 11:03:00 UTC

Updated 2025-04-03 01:03:51 UTC

Description scp in OpenSSH 4.2p1 allows attackers to execute arbitrary commands via filenames that contain shell metacharacters or spaces, which are expanded twice.

Risk And Classification

Primary CVSS: v2.0 4.6 from nvd@nist.gov

AV:L/AC:L/Au:N/C:P/I:P/A:P

EPSS: 0.000930000 probability, percentile 0.259570000 (date 2026-04-16)

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

AV:L/AC:L/Au:N/C:P/I:P/A:P

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Access Vector

Local

Access Complexity

Low

Authentication

None

Confidentiality

Partial

Integrity

Partial

Availability

Partial

https://cve.report/
https://cve.report/CVE-2006-0225/mitre
https://cve.report/CVE-2006-0225/nist
https://cve.report/CVE-2006-0225/cve_org
https://cve.report/api/cve/CVE-2006-0225.json
https://cve.report/CVE-2006-0225.pdf


Application Openbsd Openssh 3.0 All All All

Application Openbsd Openssh 3.0.1 All All All

Application Openbsd Openssh 3.0.1p1 All All All

Application Openbsd Openssh 3.0.2 All All All

Application Openbsd Openssh 3.0.2p1 All All All

Application Openbsd Openssh 3.0p1 All All All

Application Openbsd Openssh 3.1 All All All

Application Openbsd Openssh 3.1p1 All All All

Application Openbsd Openssh 3.2 All All All

Application Openbsd Openssh 3.2.2p1 All All All

Application Openbsd Openssh 3.2.3p1 All All All

Application Openbsd Openssh 3.3 All All All

Application Openbsd Openssh 3.3p1 All All All

Application Openbsd Openssh 3.4 All All All

Application Openbsd Openssh 3.4p1 All All All

Application Openbsd Openssh 3.5 All All All

Application Openbsd Openssh 3.5p1 All All All

Application Openbsd Openssh 3.6 All All All

Application Openbsd Openssh 3.6.1 All All All

Application Openbsd Openssh 3.6.1p1 All All All

Application Openbsd Openssh 3.6.1p2 All All All

Application Openbsd Openssh 3.7 All All All

Application Openbsd Openssh 3.7.1 All All All

Application Openbsd Openssh 3.7.1p2 All All All

Application Openbsd Openssh 3.8 All All All

Application Openbsd Openssh 3.8.1 All All All

Application Openbsd Openssh 3.8.1p1 All All All

Application Openbsd Openssh 3.9 All All All

Application Openbsd Openssh 3.9.1 All All All

Application Openbsd Openssh 3.9.1p1 All All All

Application Openbsd Openssh 4.0p1 All All All

Application Openbsd Openssh 4.1p1 All All All

Application Openbsd Openssh 4.2p1 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
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CNA Na N/a affected n/a Not specified

References
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About Secunia Research | Flexera

Fedora update for openssh - Advisories - Secunia

About Secunia Research | Flexera

Red Hat update for openssh - Advisories - Secunia

Download Patch ESX-3069097 for VMware ESX Server 3.0.1

APPLE-SA-2007-03-13 Mac OS X v10.4.9 and Security Update 2007-003

About Secunia Research | Flexera

Webmail - OVH

Gentoo update for openssh / dropbear - Advisories - Secunia

404 Page Not Found | SUSE

Meta: Websites Sitemap

US-CERT Technical Cyber Security Alert TA07-072A -- Apple Updates for Multiple Vulnerabilities

Avaya CMS / IR Solaris scp Command Line Shell Command Injection - Advisories - Secunia

ASA-2006-262 HP-UX Secure Shell Remote Denial of Service (HPSBUX02178)

ASA-2006-158 (RHSA-2006-0044)

About Secunia Research | Flexera

Webmail - OVH

VMWare ESX Server Multiple Vulnerabilities - Advisories - Secunia

ftp.openbsd.org/pub/OpenBSD/patches/3.8/common/005_ssh.patch

Repository / Oval Repository

About Secunia Research | Flexera

Download Patch ESX-9986131 for VMware ESX Server 3.0.1

SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia

About Secunia Research | Flexera

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia

About the security content of Mac OS X 10.4.9 and Security Update 2007-003

About Secunia Research | Flexera
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Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2009-09-09 Joshua Bressers This issue was addressed in Red Hat Enterprise Linux 2.1, 3 and 4: https://rhn.redhat.com/errata/CVE-2006-0225.html https://www.redhat.com/security/data/cve/CVE-2006-0225.html Issue was fixed upstream in version 4.3. The openssh packages in Red Hat Enterprise Linux 5 are based on the fixed upstream version and were not affected by this flaw.

There are currently no legacy QID mappings associated with this CVE.
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