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Summary

CVE CVE-2006-0231

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-04-25 01:02:00 UTC

Updated 2018-10-19 15:43:00 UTC

Description Symantec Scan Engine 5.0.0.24, and possibly other versions before 5.1.0.7, uses the same private DSA key for each installation, which allows remote attackers to conduct man-in-the-middle attacks and decrypt communications.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Symantec Antivirus Scan Engine 5.0.0.24 All All All

Application Symantec Antivirus Scan Engine 5.0.0.24 All All All

References

Reference Source Link

Symantec AntiVirus Scan Engine Multiple Remote Vulnerabilities BID www.securityfocus.com

Symantec Scan Engine Multiple Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

404 Not Found CONFIRM www.symantec.com

SecurityFocus BUGTRAQ www.securityfocus.com

SecurityTracker.com Archives - Symantec Scan Engine Lets Remote Users Access the System and Download Files SECTRACK securitytracker.com

20060421 Rapid7 Advisory R7-0022: Symantec Scan Engine Known Immutable DSA Private Key VULNWATCH archives.neohapsis.com

Webmail - OVH VUPEN www.vupen.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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http://cve.report/software/symantec/antivirus_scan_engine
http://www.securityfocus.com/bid/17637
http://secunia.com/advisories/19734
https://exchange.xforce.ibmcloud.com/vulnerabilities/25973
http://www.symantec.com/avcenter/security/Content/2006.04.21.html
http://www.securityfocus.com/archive/1/431734/100/0/threaded
http://securitytracker.com/id?1015974
http://archives.neohapsis.com/archives/vulnwatch/2006-q2/0011.html
http://www.vupen.com/english/advisories/2006/1464
http://www.securityfocus.com/archive/1/431725/100/0/threaded
https://www.cve.org/CVERecord?id=CVE-2006-0231
https://nvd.nist.gov/vuln/detail/CVE-2006-0231


No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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