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Unquoted Windows search path vulnerability in Check Point VPN-1 SecureClient might allow local users to gain privileges \
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NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

Checkpoint
Checkpoint
Checkpoint
Checkpoint
Checkpoint
Checkpoint
Checkpoint
Checkpoint
Checkpoint
Checkpoint
Checkpoint
Checkpoint
Checkpoint
Checkpoint
Checkpoint
Checkpoint

Checkpoint

Product
Vpn-1
Vpn-1
Vpn-1
Vpn-1
Vpn-1
Vpn-1
Vpn-1
Vpn-1
Vpn-1
Vpn-1
Vpn-1
Vpn-1
Vpn-1
Vpn-1
Vpn-1
Vpn-1

Vpn-1

Version

All

41

4.1

41

4.1

41

4.1

4.1

41

All

41

4.1

41

4.1

41

4.1

41

Update
All
All

sp1

sp3
sp4
sp5
spb5a
sp6
All
All
sp1
sp2
sp3
sp4
sp5

spba

Edition
fp1
All
All
All
All
All
All
All
All
fp1
All
All
All
All
All
All

All

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All


https://cve.report/
https://cve.report/CVE-2006-0255/mitre
https://cve.report/CVE-2006-0255/nist
https://cve.report/CVE-2006-0255/cve_org
https://cve.report/CVE-2006-0255.pdf
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1
http://cve.report/vendor/checkpoint
http://cve.report/software/checkpoint/vpn-1

Application Checkpoint Vpn-1 4.1 sp6 All All

References

Reference Source Link Tags
Check Point VPN-1 SecureClient Path Specification Local Privilege Escalation Vulnerability BID www.securityfocus.com
secdev.zoller.lu/research/checkpoint.txt MISC secdev.zoller.lu

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN www.vupen.com

SecurityFocus BUGTRAQ www.securityfocus.com

CVE Program record CVE.ORG  www.cve.org canonic
NVD vulnerability detail NVD nvd.nist.gov canonic
1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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