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AVNACUAUNCCICAC Certain versions of Database Server from Oracle contain the following
’ vulnerability:

Multiple unspecified vulnerabilities in Oracle Database server 8.1.7.4,
9.0.1.5,9.2.0.7, 10.1.0.5, and 10.2.0.1 have unspecified impact and
attack vectors, as identified by Oracle Vuln# (1) DB17 in the Oracle
Text component and (2) DB18 in the Program Interface Network
component. NOTE: details are unavailable from Oracle, but they have
not publicly disputed a claim by a reliable independent researcher that states that DB17
involves SQL injection in the (a) VALIDATE_STATEMENT and BUILD_DML functions in
CTXSYS.DRILOAD; (b) CLEAN_DML function in CTXSYS.DRIDML; (c) GET_ROWID
function in CTXSYS.CTX_DOC; (d) BROWSE_WORDS function in CTXSYS.CTX_QUERY;
and (e) ODCIINDEXTRUNCATE, ODCIINDEXDROP, and ODCIINDEXDELETE functions in
CATINDEXMETHODS.

CVE-2006-0265 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 10- HIGH |

Access Access Authentication
Vector Complexity
Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact
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() OSVDB 22641

Not Archived

Oracle Critical Patch Update - January 2006 O CONFIRM
www.oracle.com/technetwork/topics/security/cpujan2006-



https://cve.report/
https://cve.report/CVE-2006-0265/mitre
https://cve.report/CVE-2006-0265/nist
https://cve.report/CVE-2006-0265/cve_org
https://cve.report/CVE-2006-265.pdf
http://cve.report/software/oracle/database_server
http://cve.report/vendor/oracle
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.osvdb.org/22641
https://web.archive.org/web/2006/http://www.oracle.com/technetwork/topics/security/cpujan2006-082403.html

Inactive Link | Not Archived 082403.html

HP Oracle for Openview Multiple Vulnerabilities

- Advisories - Secunia Vendor Advisory
web.archive.org
text/html

{ SECUNIA 18608

IBM X-Force Exchange exchange.xforce.ibmcloud.com € XF oracle-january2006-update(24321)
text/html

SecurityTracker.com Archives - Oracle
Database and Other Products Have Multiple securitytracker.com
Unspecified Vulnerabilities With Unspecified text/html

Impact

() SECTRACK 1015499

No Description Provided

www.osvdb.org () OSVDB 22639
Inactive Link™ Not Archived
No Description Provided www.osvdb.org () OSVDB 22640
Inactive Link Not Archived
No Description Provided

www.osvdb.org () OSVDB 22555

Inactive Link™ Not Archived

L LIRS

No Description Provided www.osvdb.org () OSVDB 22642

Inactive Link™ Not Archived

Oracle January Security Update Multiple (D) BID 16287
Vulnerabilities cve.report (archive)
text/html
Oracle Products Multiple Vulnerabilities and Vendor Advisory YU SECUNIA 18493
Security Issues - Advisories - Secunia web.archive.org
text/html
US-CERT Vulnerability Note VU#545804 Third Party Advisory # CERT-VN VU#545804
US Government Resource
www.kb.cert.org
text/html
Vendor Advisory () MISC www.red-database-
N REEER el security.com/advisory/oracle_cpu_jan_2006.html
text/html
Webmail : Solution de messagerie Vendor Advisory () VUPEN ADV-2006-0323
professionnelle - OVHcloud- OVH
text/html
Webmail : Solution de messagerie Vendor Advisory (3 VUPEN ADV-2006-0243

professionnelle - OVHcloud- OVH
text/html

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE
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Type Vendor Product Version Update Edition Language
Application Oracle Database Server 10.1.0.5 All All All
Application Oracle Database Server 10.2.0.1 All All All
Application Oracle Database Server 8.1.7.4 All All All
Application Oracle Database Server 9.0.1.5 All All All
Application Oracle Database Server 9.2.0.7 All All All
Application Oracle Database Server 10.1.0.5 All All All
Application Oracle Database Server 10.2.0.1 All All All
Application Oracle Database Server 8.1.7.4 All All All
Application Oracle Database Server 9.0.1.5 All All All
Application Oracle Database Server 9.2.0.7 All All All

cpe:2.3:a:oracle:database_server:10.1.0.5:* " **:*:

cpe:2.3:a:oracle:database_server:10.2.0.1: %"

cpe:2.3:a:oracle:database_server:8.1.7.4:% "

cpe:2.3:a:oracle:database_server:9.0.1.5:% "%

cpe:2.3:a:oracle:database_server:9.2.0.7:% "

cpe:2.3:a:oracle:database_server:10.1.0.5::*:":%**":

cpe:2.3:a:oracle:database_server:10.2.0.1:* %"

cpe:2.3:a:oracle:database_server:8.1.7.4:% """

cpe:2.3:a:oracle:database_server:9.0.1.5:% """

cpe:2.3:a:oracle:database_server:9.2.0.7:%:* "

No vendor comments have been submitted for this CVE
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