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CVE CVE-2006-0296
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-02 20:06:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description The XULDocument.persist function in Mozilla, Firefox before 1.5.0.1, and SeaMonkey before 1.0 does not validate the attrit

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:P/A:N
EPSS: 0.412020000 probability, percentile 0.973970000 (date 2026-04-16)
Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language


https://cve.report/
https://cve.report/CVE-2006-0296/mitre
https://cve.report/CVE-2006-0296/nist
https://cve.report/CVE-2006-0296/cve_org
https://cve.report/api/cve/CVE-2006-0296.json
https://cve.report/CVE-2006-0296.pdf

Application Mozilla Firefox 0.10 All All All
Application Mozilla Firefox 0.10.1 All All All
Application Mozilla Firefox 0.8 All All All
Application Mozilla Firefox 0.9 All All All
Application Mozilla Firefox 0.9 rc All All
Application Mozilla Firefox 0.9.1 All All All
Application Mozilla Firefox 0.9.2 All All All
Application Mozilla Firefox 0.9.3 All All All
Application Mozilla Firefox 1.0 All All All
Application Mozilla Firefox 1.0.1 All All All
Application Mozilla Firefox 1.0.2 All All All
Application Mozilla Firefox 1.0.3 All All All
Application Mozilla Firefox 1.0.4 All All All
Application Mozilla Firefox 1.0.5 All All All
Application Mozilla Firefox 1.0.6 All All All
Application Mozilla Firefox 1.0.6 All linux All
Application Mozilla Firefox 1.0.7 All All All
Application Mozilla Firefox 1.5 All All All
Application Mozilla Firefox 1.5 betat All All
Application Mozilla Seamonkey 1.0 All alpha All
Application Mozilla Seamonkey 1.0 beta All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Ubuntu update for mozilla - Advisories - Secunia af854a3a-2127-422t
Debian update for mozilla-thunderbird - Advisories - Secunia af854a3a-2127-422t
Sun Solaris update for mozilla - Advisories - Secunia af854a3a-2127-422t
Debian -- Security Information -- DSA-1051-1 mozilla-thunderbird af854a3a-2127-422t
USN-276-1: Thunderbird vulnerabilities | Ubuntu security notices af854a3a-2127-422t
Gentoo Linux Documentation -- Mozilla Suite: Multiple vulnerabilities af854a3a-2127-422t
SecurityTracker.com Archives - Mozilla Firefox Multiple Vulnerabilities May Let Remote Users Execute Arbitrary Code  af854a3a-2127-422t
319847 — CVE-2006-0296 XULDocument.persist() allows an attacker to inject bogus RDF data into localstore.rdf af854a3a-2127-422t
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http://cve.report/software/mozilla/firefox
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http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/mozilla
http://cve.report/software/mozilla/seamonkey
http://cve.report/vendor/na
http://cve.report/software/na/n/a
http://secunia.com/advisories/19852
http://secunia.com/advisories/19941
http://secunia.com/advisories/21622
http://www.debian.org/security/2006/dsa-1051
https://usn.ubuntu.com/276-1/
http://www.gentoo.org/security/en/glsa/glsa-200604-18.xml
http://securitytracker.com/id?1015570
https://bugzilla.mozilla.org/show_bug.cgi?id=319847

ASA-2006-205 (SUN 102502, 102513, 102514, 102519, 102550, 102556, 102557, 102582, 102588, 102589, 102593)

sunsolve.sun.com/search/document.do

Debian -- Security Information -- DSA-1044-1 mozilla-firefox

Red Hat update for firefox - Advisories - Secunia

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Secunia - Advisories - Fedora update for mozilla

Multiple Mozilla Products Memory Corruption/Code Injection/Access Restriction Bypass Vulnerabilities

patches.sgi.com/support/free/security/advisories/20060201-01-U

SUSE update for MozillaThunderbird - Advisories - Secunia

Red Hat update for mozilla - Advisories - Secunia

Gentoo update for mozilla - Advisories - Secunia

[SECURITY] Fedora Core 4 Update: firefox-1.0.7-1.2.fc4

Secunia - Advisories - Gentoo update for mozilla-thunderbird

Advisories - Mandriva Linux

SecurityFocus

Security Announcement

Debian update for mozilla - Advisories - Secunia

Ubuntu update for firefox - Advisories - Secunia

Ubuntu update for thunderbird - Advisories - Secunia

HP-UX update for thunderbird - Advisories - Secunia
ftp.sco.com/pub/updates/UnixWare/SCOSA-2006.26/SCOSA-2006.26.txt
SecurityFocus

SecurityFocus

Advisories - Mandriva Linux

US-CERT Vulnerability Note VU#592425

MFSA 2006-05: Localstore.rdf XML injection through XULDocument.persist()
Gentoo update for mozilla-firefox / mozilla-firefox-bin - Advisories - Secunia
SecurityFocus

Mozilla Suite Multiple Vulnerabilities - Advisories - Secunia

Advisories - Mandriva Linux

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Secunia - Advisories - Fedora update for firefox

rhn.redhat.com | Red Hat Support

US-CERT Technical Cyber Security Alert TA06-038A -- Multiple Vulnerabilities in Mozilla Products
SGI Advanced Linux Environment Multiple Updates - Advisories - Secunia

1ISN-275-1- Mozilla viilnerahilities | L Ibiintii sectiritv notices
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http://support.avaya.com/elmodocs2/security/ASA-2006-205.htm
http://sunsolve.sun.com/search/document.do?assetkey=1-26-228526-1
http://www.debian.org/security/2006/dsa-1044
http://secunia.com/advisories/18706
http://www.vupen.com/english/advisories/2006/3749
http://secunia.com/advisories/18709
http://www.securityfocus.com/bid/16476
ftp://patches.sgi.com/support/free/security/advisories/20060201-01-U
http://secunia.com/advisories/19823
http://secunia.com/advisories/18705
http://secunia.com/advisories/19902
http://www.redhat.com/archives/fedora-announce-list/2006-February/msg00006.html
http://secunia.com/advisories/20051
http://www.mandriva.com/security/advisories?name=MDKSA-2006:037
http://www.securityfocus.com/archive/1/446657/100/200/threaded
http://www.novell.com/linux/security/advisories/2006_04_25.html
http://secunia.com/advisories/19863
http://secunia.com/advisories/19746
http://secunia.com/advisories/19950
http://secunia.com/advisories/22065
ftp://ftp.sco.com/pub/updates/UnixWare/SCOSA-2006.26/SCOSA-2006.26.txt
http://www.securityfocus.com/archive/1/438730/100/0/threaded
http://www.securityfocus.com/archive/1/425975/100/0/threaded
http://www.mandriva.com/security/advisories?name=MDKSA-2006:078
http://www.kb.cert.org/vuls/id/592425
http://www.mozilla.org/security/announce/2006/mfsa2006-05.html
http://secunia.com/advisories/19759
http://www.securityfocus.com/archive/1/425978/100/0/threaded
http://secunia.com/advisories/18703
http://www.mandriva.com/security/advisories?name=MDKSA-2006:036
http://www.vupen.com/english/advisories/2006/0413
http://secunia.com/advisories/18708
http://www.redhat.com/support/errata/RHSA-2006-0199.html
http://www.us-cert.gov/cas/techalerts/TA06-038A.html
http://secunia.com/advisories/19230
https://usn.ubuntu.com/275-1/

Gentoo Linux Documentation -- Mozilla Firefox: Multiple vulnerabilities
Repository / Oval Repository

Mandriva update for mozilla-thunderbird - Advisories - Secunia

Webmail - OVH

Gentoo Linux Documentation -- Mozilla Thunderbird: Multiple vulnerabilities
Red Hat update for thunderbird - Advisories - Secunia

Debian -- Security Information -- DSA-1046-1 mozilla

rhn.redhat.com | Red Hat Support

rhn.redhat.com | Red Hat Support

Thunderbird Multiple Vulnerabilities - Advisories - Secunia

[SECURITY] Fedora Core 4 Update: mozilla-1.7.12-1.5.2

UnixWare update for mozilla - Advisories - Secunia

#102550: Multiple Security Vulnerabilites in Mozilla 1.4 and 1.7 for Solaris and for Sun JDS for Linux
Repository / Oval Repository

Debian update for mozilla-firefox - Advisories - Secunia

Firefox Multiple Vulnerabilities - Advisories - Secunia

USN-271-1: Firefox vulnerabilities | Ubuntu security notices

IBM X-Force Exchange

CVE Program record

NVD vulnerability detail
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CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://www.gentoo.org/security/en/glsa/glsa-200604-12.xml
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A11803
http://secunia.com/advisories/19821
http://www.vupen.com/english/advisories/2006/3391
http://www.gentoo.org/security/en/glsa/glsa-200605-09.xml
http://secunia.com/advisories/19780
http://www.debian.org/security/2006/dsa-1046
http://www.redhat.com/support/errata/RHSA-2006-0200.html
http://www.redhat.com/support/errata/RHSA-2006-0330.html
http://secunia.com/advisories/18704
http://www.redhat.com/archives/fedora-announce-list/2006-February/msg00005.html
http://secunia.com/advisories/21033
http://sunsolve.sun.com/search/document.do?assetkey=1-26-102550-1
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1493
http://secunia.com/advisories/19862
http://secunia.com/advisories/18700
https://usn.ubuntu.com/271-1/
https://exchange.xforce.ibmcloud.com/vulnerabilities/24434
https://www.cve.org/CVERecord?id=CVE-2006-0296
https://nvd.nist.gov/vuln/detail/CVE-2006-0296
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report
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