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CVE CVE-2006-0301
State PUBLIC
Assigner secalert@redhat.com

Source Priority CVE Program / NVD first with legacy fallback

/ |

Risk And Classification

Published 2006-01-30 22:03:00 UTC
Updated 2018-10-19 15:44:00 UTC
Description Heap-based buffer overflow in Splash.cc in xpdf, as used in other products such as (1) poppler, (2) kdegraphics, (3) gpdf, (¢

1|

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Xpdf Xpdf Al Al All Al
Application Xpdf Xpdf All All All All
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SecurityTracker.com Archives - KDE kpdf Heap Overflow in Splash Rasterizer Engine Lets Remote Users Execute Arbitrary Code
Secunia - Advisories - Fedora update for xpdf

[SECURITY] Fedora Core 4 Update: poppler-0.4.5-1.1

Secunia - Advisories - Fedora update for kdegraphics

SecurityFocus

PDFKit Framework PDF Splash Image Buffer Overflow - Advisories - Secunia
Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Red Hat update for kdegraphics - Advisories - Secunia

Debian -- Security Information -- DSA-974-1 gpdf

Secunia - Advisories - Slackware update for xpdf

Xpdf PDF Splash Image Handling Vulnerability - Advisories - Secunia

Debian -- Security Information -- DSA-971-1 xpdf
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Gentoo Linux Documentation -- KPdf: Heap based overflow

Gentoo update for gpdf - Secunia Advisories - Vulnerability Intelligence - Secunia.com
Secunia - Advisories - Debian update for gpdf

Gentoo Linux Documentation -- GPdf: heap overflows in included Xpdf code
Fedora update for poppler - Advisories - Secunia

Secunia - Advisories - Gentoo update for xpdf/poppler

Repository / Oval Repository

Access Denied

The Slackware Linux Project: Slackware Security Advisories

179046 — CVE-2006-0301 PDF splash handling heap overflow
usn/usn-249-1 - Ubuntu: Linux for human beings

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH
Gentoo Linux Documentation -- Xpdf, Poppler: Heap overflow

Debian -- Security Information -- DSA-972-1 pdfkit.framework

Support

Debian update for xpdf - Advisories - Secunia

The Slackware Linux Project: Slackware Security Advisories

Secunia - Advisories - Debian update for pdfkit.framework
SecurityReason

KDE kpdf Splash Image Handling Buffer Overflow - Advisories - Secunia
Advisories - Mandriva Linux

rhn.redhat.com | Red Hat Support

Advisories - Mandriva Linux

Red Hat update for xpdf - Advisories - Secunia

Secunia - Advisories - Slackware update for kdegraphics

Advisories - Mandriva Linux

IBM X-Force Exchange
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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