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Summary

CVE CVE-2006-0305

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-01-19 00:03:00 UTC

Updated 2017-07-20 01:29:00 UTC

Description Clipcomm CPW-100E VoIP 802.11b Wireless Handset Phone running firmware 1.1.12 (051129) and CP-100E VoIP 802.11b Wireless Phone running firmware 1.1.60 allows remote attackers to gain unauthorized access via the debug service on TCP port 60023.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Clipcomm Cp-100e Voip Wifi Phone 1.1.60 All All All

Hardware Clipcomm Cp-100e Voip Wifi Phone 1.1.60 All All All

Hardware Clipcomm Cpw-100e Voip Wifi Phone 1.1.12 All All All

Hardware Clipcomm Cpw-100e Voip Wifi Phone 1.1.12 All All All

References

Reference Source Link

Secunia - Advisories - Clipcomm CWP-100/CP-100E Debug Service Unauthenticated Access SECUNIA secunia.com

[Full-disclosure] Clipcomm CPW-100E VoIP wireless handset phone open debug service TCP/60023 FULLDISC lists.grok.org.uk

[Full-disclosure] Clipcomm CP-100E VoIP wireless desktop phone open debug service TCP/60023 FULLDISC lists.grok.org.uk

Clipcomm CPW-100E and CP-100E VOIP Phones Remote Administrative Access Vulnerability BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2006-0305/mitre
https://cve.report/CVE-2006-0305/nist
https://cve.report/CVE-2006-0305/cve_org
https://cve.report/api/cve/CVE-2006-0305.json
https://cve.report/CVE-2006-0305.pdf
http://cve.report/vendor/clipcomm
http://cve.report/software/clipcomm/cp-100e_voip_wifi_phone
http://cve.report/vendor/clipcomm
http://cve.report/software/clipcomm/cp-100e_voip_wifi_phone
http://cve.report/vendor/clipcomm
http://cve.report/software/clipcomm/cpw-100e_voip_wifi_phone
http://cve.report/vendor/clipcomm
http://cve.report/software/clipcomm/cpw-100e_voip_wifi_phone
http://secunia.com/advisories/18505
http://lists.grok.org.uk/pipermail/full-disclosure/2006-January/041436.html
http://lists.grok.org.uk/pipermail/full-disclosure/2006-January/041439.html
http://www.securityfocus.com/bid/16289
https://exchange.xforce.ibmcloud.com/vulnerabilities/24144
https://www.cve.org/CVERecord?id=CVE-2006-0305
https://nvd.nist.gov/vuln/detail/CVE-2006-0305


There are currently no legacy QID mappings associated with this CVE.
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