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MITRE

NVD
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Print: PDF %5

CVE-2006-0337

Buffer overflow in multiple F-Secure Anti-Virus products and versions for Windows and Linux, including Anti-Virus for Windc

Risk And Classification

1|

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure
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Product

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus
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Version

2.16

2004

2005

2006

4.51

4.52

4.52

4.52

4.64

4.64

5.0

5.0

Update
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All

Edition
linux_gateways

All

All

All

linux_gateways
linux_servers
linux_workstations
linux_gateways
linux_servers
linux_workstations
linux_gateways
linux_servers
samba_servers
linux_gateways
linux_servers
linux_client_security

linux server security

Language
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All
All

All
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Application  F-secure  F-secure Anti-virus 5.01 All linux_client_security All

Application  F-secure  F-secure Anti-virus 5.01 All linux_server_security  All
Application  F-secure  F-secure Anti-virus 5.11 All linux_client_security All
Application  F-secure  F-secure Anti-virus 5.11 All linux_server_security  All
Application  F-secure  F-secure Anti-virus 5.40 All workstations All
Application  F-secure  F-secure Anti-virus 5.41 All mimesweeper All
Application  F-secure  F-secure Anti-virus 5.41 All windows_servers All
Application  F-secure  F-secure Anti-virus 5.41 All workstations All
Application  F-secure  F-secure Anti-virus 5.42 All mimesweeper All
Application  F-secure  F-secure Anti-virus 5.42 All windows_servers All
Application  F-secure  F-secure Anti-virus 5.42 All workstations All
Application  F-secure  F-secure Anti-virus 5.43 All workstations All
Application  F-secure  F-secure Anti-virus 5.44 All workstations All
Application  F-secure  F-secure Anti-virus 5.5 All citrix_servers All
Application  F-secure  F-secure Anti-virus 5.5 All client_security All
Application  F-secure  F-secure Anti-virus 5.5 All mimesweeper All
Application  F-secure  F-secure Anti-virus 5.5 All windows_servers All
Application  F-secure  F-secure Anti-virus 5.51 All mimesweeper All
Application  F-secure  F-secure Anti-virus 5.52 All citrix_servers All
Application  F-secure  F-secure Anti-virus 5.52 All client_security All
Application  F-secure  F-secure Anti-virus 5.52 All windows_servers All
Application  F-secure  F-secure Anti-virus 5.54 All client_security All
Application  F-secure  F-secure Anti-virus 5.55 All client_security All
Application  F-secure  F-secure Anti-virus 5.61 All mimesweeper All
Application  F-secure  F-secure Anti-virus 6.01 All client_security All
Application  F-secure  F-secure Anti-virus 6.01 All ms_exchange All
Application  F-secure  F-secure Anti-virus 6.2 All firewalls All
Application  F-secure  F-secure Anti-virus 6.2 All ms_exchange All
Application  F-secure  F-secure Anti-virus 6.21 All ms_exchange All
Application  F-secure  F-secure Anti-virus 6.30 All ms_exchange All
Application  F-secure  F-secure Anti-virus 6.30_sr1  All ms_exchange All
Application  F-secure  F-secure Anti-virus 6.31 All ms_exchange All
Application  F-secure  F-secure Anti-virus 6.40 All ms_exchange All
Application  F-secure  F-secure Anti-virus 2.16 All linux_gateways All

Application  F-secure  F-secure Anti-virus 2004 All All All


http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

F-secure Anti-virus

2005

2006

4.51

4.51

4.51

4.52

4.52

4.52

4.61

4.61

4.62

4.64

4.64

5.0

5.0

5.01

5.01

5.11

5.40

5.41

5.41

5.41

5.42

5.42

5.42

5.43

5.44

5.5

5.5

5.5

5.5

5.51

5.52

5.52

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

linux_gateways
linux_servers
linux_workstations
linux_gateways
linux_servers
linux_workstations
linux_gateways
linux_servers
samba_servers
linux_gateways
linux_servers

linux_client_security

linux_server_security

linux_client_security

linux_server_security

linux_client_security

linux_server_security

workstations
mimesweeper
windows_servers
workstations
mimesweeper
windows_servers
workstations
workstations
workstations
citrix_servers
client_security
mimesweeper
windows_servers
mimesweeper
Citrix_servers

client_security

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus
http://cve.report/vendor/f-secure
http://cve.report/software/f-secure/f-secure_anti-virus

Application  F-secure  F-secure Anti-virus 5.52 All windows_servers All

Application  F-secure  F-secure Anti-virus 5.54 All client_security All
Application  F-secure  F-secure Anti-virus 5.55 All client_security All
Application  F-secure  F-secure Anti-virus 5.61 All mimesweeper All
Application  F-secure  F-secure Anti-virus 6.01 All client_security All
Application  F-secure  F-secure Anti-virus 6.01 All ms_exchange All
Application  F-secure  F-secure Anti-virus 6.2 All firewalls All
Application  F-secure  F-secure Anti-virus 6.2 All ms_exchange All
Application  F-secure  F-secure Anti-virus 6.21 All ms_exchange All
Application  F-secure  F-secure Anti-virus 6.30 All ms_exchange All
Application  F-secure  F-secure Anti-virus 6.30_sr1  All ms_exchange All
Application  F-secure  F-secure Anti-virus 6.31 All ms_exchange All
Application  F-secure  F-secure Anti-virus 6.40 All ms_exchange All
Application  F-secure  F-secure Internet Security 2004 All All All
Application  F-secure  F-secure Internet Security 2005 All All All
Application  F-secure  F-secure Internet Security 2006 All All All
Application  F-secure F-secure Internet Security 2004 All All All
Application  F-secure  F-secure Internet Security 2005 All All All
Application  F-secure F-secure Internet Security 2006 All All All
Application  F-secure Internet Gatekeeper 2.06 All linux All
Application  F-secure Internet Gatekeeper 2.14 All linux All
Application  F-secure Internet Gatekeeper 2.6 All linux All
Application  F-secure Internet Gatekeeper 6.3 All All All
Application  F-secure Internet Gatekeeper 6.31 All All All
Application  F-secure Internet Gatekeeper 6.32 All All All
Application  F-secure Internet Gatekeeper 6.4 All All All
Application  F-secure Internet Gatekeeper 6.41 All All All
Application  F-secure Internet Gatekeeper 6.42 All All All
Application  F-secure Internet Gatekeeper 2.06 All linux All
Application  F-secure Internet Gatekeeper 2.14 All linux All
Application  F-secure Internet Gatekeeper 2.6 All linux All
Application  F-secure Internet Gatekeeper 6.3 All All All
Application  F-secure Internet Gatekeeper 6.31 All All All
Application  F-secure Internet Gatekeeper 6.32 All All All
Application  F-secure Internet Gatekeeper 6.4 All All All

Application  F-secure Internet Gatekeeper 6.41 All All All
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Application  F-secure Internet Gatekeeper 6.42 All All All

Application  F-secure  Solutions Based On F-secure Personal Express 6.20 All All All
Application  F-secure  Solutions Based On F-secure Personal Express 6.20 All All All
Reference

SecurityTracker.com Archives - F-Secure Anti-Virus Buffer Overflow in Processing ZIP Archives Lets Remote Users Execute Arbitrary Code
F-Secure Multiple Archive Handling Vulnerabilities

SecurityTracker.com Archives - F-Secure Personal Express Overflow in Processing ZIP Archives Lets Remote Users Execute Arbitrary Code
SecurityTracker.com Archives - F-Secure Internet Security Buffer Overflow in Processing ZIP Archives Lets Remote Users Execute Arbitrary (
Q-103: F-Secure ZIP and RAR-archive handling

22632

IBM X-Force Exchange

SecurityTracker.com Archives - F-Secure Internet Gatekeeper Buffer Overflow in Processing ZIP Archives Lets Remote Users Execute Arbitre
F-Secure Anti-Virus Archive Handling Vulnerabilities - Advisories - Secunia

F-Secure Security Bulletin FSC-2006-1

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

CVE Program record

NVD vulnerability detail

/]

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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