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CVE CVE-2006-0354
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-01-22 20:03:00 UTC
Updated 2017-10-11 01:30:00 UTC
Description Cisco 10S before 12.3-7-JA2 on Aironet Wireless Access Points (WAP) allows remote authenticated users to cause a denic
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Risk And Classification

Problem Types: CWE-399

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Hardware Cisco Aironet Ap1100 All All All All
Hardware Cisco Aironet Ap1100 All All All All
Hardware Cisco Aironet Ap1130ag All All All All
Hardware Cisco Aironet Ap1130ag All All All All
Hardware Cisco Aironet Ap1200 All All All All
Hardware Cisco Aironet Ap1200 All All All All
Hardware Cisco Aironet Ap1230ag All All All All
Hardware Cisco Aironet Ap1230ag All All All All
Hardware Cisco Aironet Ap1240ag All All All All
Hardware Cisco Aironet Ap1240ag All All All All
Hardware Cisco Aironet Ap1300 All All All All
Hardware Cisco Aironet Ap1300 All All All All
Hardware Cisco Aironet Ap1400 All All All All
Hardware Cisco Aironet Ap1400 All All All All
Hardware Cisco Aironet Ap350 All All All All
Hardware Cisco Aironet Ap350 All All All All



https://cve.report/
https://cve.report/CVE-2006-0354/mitre
https://cve.report/CVE-2006-0354/nist
https://cve.report/CVE-2006-0354/cve_org
https://cve.report/CVE-2006-0354.pdf
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1100
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1100
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1130ag
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1130ag
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1200
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1200
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1230ag
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1230ag
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1240ag
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1240ag
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1300
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1300
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1400
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap1400
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap350
http://cve.report/vendor/cisco
http://cve.report/software/cisco/aironet_ap350

References

Reference

Cisco - Networking, Cloud, and Cybersecurity Solutions

SecurityTracker.com Archives - Cisco Aironet Wireless Access Point Memory Can Be Consumed With Spoofed ARP Packets
22375

Cisco Access Point ARP Memory Exhaustion Denial of Service - Advisories - Secunia

IBM X-Force Exchange

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

Access Point Memory Exhaustion from ARP Attacks - CXSecurity.com

Repository / Oval Repository

Cisco Aironet Wireless Access Point ARP Memory Exhaustion Denial Of Service Vulnerability
CVE Program record

NVD vulnerability detail

/| |

Source

CISCO

SECTRACK

OSvDB

SECUNIA

XF

VUPEN

SREASON

OVAL

BID

CVE.ORG

NVD

-

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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