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Summary

CVE CVE-2006-0368

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-01-22 20:03:00 UTC

Updated 2017-07-20 01:29:00 UTC

Description Cisco CallManager 3.2 and earlier, 3.3 before 3.3(5)SR1, 4.0 before 4.0(2a)SR2c, and 4.1 before 4.1(3)SR2 allow remote attackers to (1) cause a denial of service (CPU and memory consumption) via a large number of open TCP connections to port 2000 and (2) cause a denial of service (fill the Windows Service Manager communication queue) via a large number of TCP connections to port 2001, 2002, or 7727.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Cisco Call Manager All All All All

Hardware Cisco Call Manager 1.0 All All All

Hardware Cisco Call Manager 2.0 All All All

Hardware Cisco Call Manager 3.0 All All All

Hardware Cisco Call Manager 3.1 All All All

Hardware Cisco Call Manager 3.1(2) All All All

Hardware Cisco Call Manager 3.1(3a) All All All

Hardware Cisco Call Manager 3.1\(2\) All All All

Hardware Cisco Call Manager 3.1\(3a\) All All All

Hardware Cisco Call Manager 3.2 All All All

Hardware Cisco Call Manager 3.3 All All All

Hardware Cisco Call Manager 3.3(3) All All All

Hardware Cisco Call Manager 3.3(3)es61 All All All

Hardware Cisco Call Manager 3.3(4)es25 All All All

Hardware Cisco Call Manager 3.3(5) All All All

Hardware Cisco Call Manager 3.3(5)es30 All All All

Hardware Cisco Call Manager 3.3\(3\) All All All
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Hardware Cisco Call Manager 3.3\(3\) All All All

Hardware Cisco Call Manager 3.3\(3\)es61 All All All

Hardware Cisco Call Manager 3.3\(4\)es25 All All All

Hardware Cisco Call Manager 3.3\(5\) All All All

Hardware Cisco Call Manager 3.3\(5\)es30 All All All

Hardware Cisco Call Manager 4.0 All All All

Hardware Cisco Call Manager 4.0(2a)es40 All All All

Hardware Cisco Call Manager 4.0(2a)es62 All All All

Hardware Cisco Call Manager 4.0(2a)sr2b All All All

Hardware Cisco Call Manager 4.0\(2a\)es40 All All All

Hardware Cisco Call Manager 4.0\(2a\)es62 All All All

Hardware Cisco Call Manager 4.0\(2a\)sr2b All All All

Hardware Cisco Call Manager 4.1(2)es33 All All All

Hardware Cisco Call Manager 4.1(2)es55 All All All

Hardware Cisco Call Manager 4.1(3)es07 All All All

Hardware Cisco Call Manager 4.1(3)es32 All All All

Hardware Cisco Call Manager 4.1(3)sr1 All All All

Hardware Cisco Call Manager 4.1\(2\)es33 All All All

Hardware Cisco Call Manager 4.1\(2\)es55 All All All

Hardware Cisco Call Manager 4.1\(3\)es07 All All All

Hardware Cisco Call Manager 4.1\(3\)es32 All All All

Hardware Cisco Call Manager 4.1\(3\)sr1 All All All

Hardware Cisco Call Manager All All All All

Hardware Cisco Call Manager 1.0 All All All

Hardware Cisco Call Manager 2.0 All All All

Hardware Cisco Call Manager 3.0 All All All

Hardware Cisco Call Manager 3.1 All All All

Hardware Cisco Call Manager 3.1\(2\) All All All

Hardware Cisco Call Manager 3.1\(3a\) All All All

Hardware Cisco Call Manager 3.2 All All All

Hardware Cisco Call Manager 3.3 All All All

Hardware Cisco Call Manager 3.3\(3\) All All All

Hardware Cisco Call Manager 3.3\(3\)es61 All All All

Hardware Cisco Call Manager 3.3\(4\)es25 All All All

Hardware Cisco Call Manager 3.3\(5\) All All All

Hardware Cisco Call Manager 3.3\(5\)es30 All All All
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Hardware Cisco Call Manager 4.0 All All All

Hardware Cisco Call Manager 4.0\(2a\)es40 All All All

Hardware Cisco Call Manager 4.0\(2a\)es62 All All All

Hardware Cisco Call Manager 4.0\(2a\)sr2b All All All

Hardware Cisco Call Manager 4.1\(2\)es33 All All All

Hardware Cisco Call Manager 4.1\(2\)es55 All All All

Hardware Cisco Call Manager 4.1\(3\)es07 All All All

Hardware Cisco Call Manager 4.1\(3\)es32 All All All

Hardware Cisco Call Manager 4.1\(3\)sr1 All All All

References

Reference Source

22622 OSVDB

IBM X-Force Exchange XF

Secunia - Advisories - Cisco CallManager Connection Handling Denial of Service SECUNIA

SecurityReason - Cisco Call Manager Denial of Service SREASON

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH VUPEN

SecurityTracker.com Archives - Cisco CallManager TCP Connection Management Handling Lets Remote Users Deny Service SECTRACK

22623 OSVDB

Cisco - Networking, Cloud, and Cybersecurity Solutions CISCO

Cisco CallManager Multiple Remote Denial Of Service Vulnerabilities BID

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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