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Summary

CVE CVE-2006-0396

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-03-14 11:02:00 UTC

Updated 2018-10-19 15:44:00 UTC

Description Buffer overflow in Mail in Apple Mac OS X 10.4 up to 10.4.5, when patched with Security Update 2006-001, allows remote attackers to execute arbitrary code via a long Real Name value in an e-mail attachment sent in AppleDouble format, which triggers the overflow when the user double-clicks on an attachment.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X 10.4 All All All

Operating System Apple Mac Os X 10.4.1 All All All

Operating System Apple Mac Os X 10.4.2 All All All

Operating System Apple Mac Os X 10.4.3 All All All

Operating System Apple Mac Os X 10.4.4 All All All

Operating System Apple Mac Os X 10.4.5 All All All

Operating System Apple Mac Os X 10.4 All All All

Operating System Apple Mac Os X 10.4.1 All All All

Operating System Apple Mac Os X 10.4.2 All All All

Operating System Apple Mac Os X 10.4.3 All All All

Operating System Apple Mac Os X 10.4.4 All All All

Operating System Apple Mac Os X 10.4.5 All All All

Operating System Apple Mac Os X Server 10.4 All All All

Operating System Apple Mac Os X Server 10.4.1 All All All

Operating System Apple Mac Os X Server 10.4.2 All All All

Operating System Apple Mac Os X Server 10.4.3 All All All

Operating System Apple Mac Os X Server 10.4.4 All All All
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Operating System Apple Mac Os X Server 10.4.4 All All All

Operating System Apple Mac Os X Server 10.4.5 All All All

Operating System Apple Mac Os X Server 10.4 All All All

Operating System Apple Mac Os X Server 10.4.1 All All All

Operating System Apple Mac Os X Server 10.4.2 All All All

Operating System Apple Mac Os X Server 10.4.3 All All All

Operating System Apple Mac Os X Server 10.4.4 All All All

Operating System Apple Mac Os X Server 10.4.5 All All All

References

Reference

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

23872

Apple Mac OS X Mail Message Attachment Remote Buffer Overflow Vulnerability

IBM X-Force Exchange

US-CERT Vulnerability Note VU#980084

SecurityFocus

APPLE-SA-2006-03-13 Security Update 2006-002

About Security Update 2006-002

SecurityTracker.com Archives - Apple Mail Buffer Overflow in Processing Attachments With Specially Crafted Real Names May Let Remote Users Execute Arbitrary Code

Mac OS X Security Update Fixes Multiple Vulnerabilities - Advisories - Secunia

www.digitalmunition.com/DMA%5B2006-0313a%5D.txt

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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