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Summary

CVE CVE-2006-0431

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-01-25 23:07:00 UTC

Updated 2017-07-20 01:29:00 UTC

Description Unspecified vulnerability in BEA WebLogic Server and WebLogic Express 8.1 SP5 allows untrusted applications to obtain the server's SSL identity via unknown attack vectors.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Bea Weblogic Server 8.1 sp5 All All

Application Bea Weblogic Server 8.1 sp5 express All

Application Bea Weblogic Server 8.1 sp5 All All

Application Bea Weblogic Server 8.1 sp5 express All

References

Reference

BEA WebLogic Server/Express Vulnerabilities and Security Issues - Advisories - Secunia

BEA WebLogic Multiple Vulnerabilities

Webmail : Solution de messagerie professionnelle - OVHcloud- OVH

IBM X-Force Exchange

Server's SSL identity not properly protected from applications.

SecurityTracker.com Archives - BEA WebLogic Multiple Bugs Let Remote Users Deny Service, Obtain Information, and Access Restricted Resources

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

https://cve.report/
https://cve.report/CVE-2006-0431/mitre
https://cve.report/CVE-2006-0431/nist
https://cve.report/CVE-2006-0431/cve_org
https://cve.report/api/cve/CVE-2006-0431.json
https://cve.report/CVE-2006-0431.pdf
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://cve.report/vendor/bea
http://cve.report/software/bea/weblogic_server
http://secunia.com/advisories/18592
http://www.securityfocus.com/bid/16358
http://www.vupen.com/english/advisories/2006/0313
https://exchange.xforce.ibmcloud.com/vulnerabilities/24302
http://dev2dev.bea.com/pub/advisory/175
http://securitytracker.com/id?1015528
https://www.cve.org/CVERecord?id=CVE-2006-0431
https://nvd.nist.gov/vuln/detail/CVE-2006-0431


There are currently no legacy QID mappings associated with this CVE.
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