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CVE CVE-2006-0454
State PUBLISHED
Assigner redhat

Source Priority CVE Program / NVD first with legacy fallback

Published 2006-02-07 18:06:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Linux kernel before 2.6.15.3 down to 2.6.12, while constructing an ICMP response in icmp_send, does not properly handle

/ |

Risk And Classification

Primary CVSS: v2.0 5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:N/I:N/A:P
EPSS: 0.099110000 probability, percentile 0.930210000 (date 2026-04-16)
Problem Types: CWE-399 | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication

Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:N/I:N/A:P
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
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upeiduiy oyster Lilux LINUX nelel .0 144 Al AN A
Operating System Linux Linux Kernel 2.6.14.5 All All All
Operating System Linux Linux Kernel 2.6.14.6 All All All
Operating System Linux Linux Kernel 2.6.14.7 All All All
Operating System Linux Linux Kernel 2.6.15 All All All
Operating System Linux Linux Kernel 2.6.15.1 All All All
Operating System Linux Linux Kernel 2.6.15.2 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source Link

Fedora update for kernel - Advisories - Secunia af854a3a-2127-422b-91ae-364da2661108 secunia.com

Advisories - Mandriva Linux

IBM X-Force Exchange

SecurityFocus

usn/usn-250-1 - Ubuntu: Linux for human beings
www.trustix.org/errata/2006/0006

'‘Re: Linux 2.6.15.3' - MARC

[Dailydave] Fun with Linux (2.6.12 -> 2.6.15.2)

[SECURITY] Fedora Core 4 Update: kernel-2.6.15-1.1831_FC4
404: File not found

Trustix update for kernel - Advisories - Secunia

Security Announcement

'Linux 2.6.15.3' - MARC

Webmail - OVH

Ubuntu update for kernel - Advisories - Secunia

Linux Kernel ICMP_Send Remote Denial Of Service Vulnerability
SUSE update for kernel - Advisories - Secunia

CVE Program record

NVD vulnerability detail

/

Linux Kernel ICMP Error Handling Denial of Service - Advisories - Secunia
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Vendor Comments And Credit

www.mandriva.corm
secunia.com
exchange.xforce.ib
www.securityfocus.
www.ubuntu.com
www.trustix.org
marc.info
lists.immunitysec.c
www.redhat.com
www.kernel.org
secunia.com
www.novell.com
marc.info
www.vupen.com
secunia.com
www.securityfocus.
secunia.com

www.cve.org

nvd.nist.gov
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http://www.mandriva.com/security/advisories?name=MDKSA-2006:040
http://secunia.com/advisories/18766
https://exchange.xforce.ibmcloud.com/vulnerabilities/24575
http://www.securityfocus.com/archive/1/427981/100/0/threaded
http://www.ubuntu.com/usn/usn-250-1
http://www.trustix.org/errata/2006/0006
http://marc.info/?l=linux-kernel&m=113927648820694&w=2
http://lists.immunitysec.com/pipermail/dailydave/2006-February/002909.html
http://www.redhat.com/archives/fedora-announce-list/2006-February/msg00037.html
http://www.kernel.org/pub/linux/kernel/v2.6/ChangeLog-2.6.15.3
http://secunia.com/advisories/18784
http://www.novell.com/linux/security/advisories/2006_06_kernel.html
http://marc.info/?l=linux-kernel&m=113927617401569&w=2
http://www.vupen.com/english/advisories/2006/0464
http://secunia.com/advisories/18861
http://www.securityfocus.com/bid/16532
http://secunia.com/advisories/18788
https://www.cve.org/CVERecord?id=CVE-2006-0454
https://nvd.nist.gov/vuln/detail/CVE-2006-0454

i yan e LR TVITE TRI=2V) AV E T R VIRV wvialenein

Red Hat 2006-09-17 Mark J Cox  Not vulnerable. This vulnerability was introduced into the Linux kernel in version 2.6.12 and ther

There are currently no legacy QID mappings associated with this CVE.
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